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Black Ice: The Law Enforcement Freenet Project 

 
Abstract 
 
Freenet is a distributed, Internet-wide, peer-to-peer overlay network designed to allow 
anonymous and censorship resistant publication and distribution of information. The system is 
regularly used to distribute and download child abuse material. The Black Ice Project is an effort 
of the Missouri ICAC Task Force to discover a way to identify subjects using Freenet to 
exchange child abuse material and develop sufficient probable cause to obtain a search 
warrant.  
 
This paper describes the basic functioning of Freenet, how it is used by persons exchanging 
child abuse material, the system’s vulnerabilities and how the Black Ice project exploits them. 
This paper also contains a section on the forensic opportunities when Freenet is encountered 
either as a result of a Black Ice investigation or from another source. An in-depth discussion of 
Freenet and its theories of operation is not in the scope of this paper and the reader is referred 
to the references section for sources of a more detailed and academic discussion.  
 
While this paper will describe the technique used to obtain probable cause for a search warrant 
this paper alone is not enough education to use the output of Black Ice to make criminal cases.  
Additional training, including a hands on lab environment, is essential to a thorough 
understanding of the topic.   
 
Funding for this project was made available by the Missouri Multi-Jurisdictional Cyber Crime 
Grant (MJCCG), which was created by funding made available by the U.S. Department of 
Justice, Bureau of Justice Assistance and the State of Missouri, Department of Public Safety 
under the American Recovery & Reinvestment Act of 2009; the Missouri ICAC Task Force 
through the PROTECT Act of 2008; and the Missouri State Cyber Crime Grant (SCCG) through 
the Missouri Department of Public Safety. 
 
Freenet 
 
Freenet is a peer-to-peer platform for censorship-resistant, secure, and anonymous 
communication and file sharing on the Internet. It was originally designed by Ian Clarke, a 
computer science student at the University of Edinburgh, Scotland. In Clarke's final year at 
Edinburgh, he completed his final year project, entitled "A Distributed, Decentralised Information 
Storage and Retrieval System". In July 1999 Clarke decided to release it to the Internet and 
invited volunteers to help implement his design. The resulting free software project became 
known as Freenet. According to Clarke, Freenet aims to provide freedom of speech through a 
peer-to-peer network with strong protection of anonymity; as part of supporting its users' 
freedom, Freenet is free and open source software.  It uses decentralized, distributed data 
stores to store information, and has a suite of free software for working with this data store.  
Users contribute to the network by giving bandwidth and a portion of their hard drive (called the 
datastore) for storing files. Files are automatically kept or deleted depending on how popular 
they are, with the least popular being discarded to make way for newer or more popular content. 
Files are encrypted, so generally the user cannot easily discover what is in his data store. Chat 
forums, websites, and search functionality, are all built on top of this distributed data store.  
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Freenet works by storing small encrypted blocks of content distributed on the computers of its 
users and connecting only through intermediate computers which pass on requests for content 
and sending them back without knowing the contents of the full file, similar to how routers on the 
Internet route packets without knowing anything about files.  Except Freenet provides caching, 
encryption, and does not rely on centralized structures. This allows users to anonymously 
publish or retrieve various kinds of information. 

 
Through the use of separate applications, or plugins, loaded along with the Freenet software, 
users can interact with the network in other ways, such as forums similar to web forums or 
Usenet.  Frost is one such forum application. 
 
While Freenet provides an HTTP interface for browsing Freesites, Internet sites that only exist 
within Freenet, it is not a proxy for the World Wide Web. Freenet can only be used to access 
content that has been previously inserted into the Freenet network.  Freenet attempts to protect 
the anonymity of both subjects inserting data into the network (uploading) and those retrieving 
data from the network (downloading). Unlike other file sharing systems, there is no need for the 
subject uploading the file to remain on the network after uploading a file or group of files. 
Instead, during the upload process, the files are broken into blocks, or splits, and stored on a 
variety of other computers on the network. When downloading, those blocks are found and 
reassembled. 
 
Unlike other P2P networks, Freenet not only transmits data between nodes (nodes are 
computers running Freenet) but actually stores data, working as a huge distributed cache. Files 
on Freenet are split into multiple small blocks, with additional blocks added to provide 
redundancy. Each block is handled independently, meaning that a single file may have parts 
stored on many different nodes.  An index to the complete file is contained in a high level block, 
or manifest.   
 
A user wishing to share a file "inserts" the file to the network.  After insertion is finished, the user 
receives the key to the file and then the uploading node is free to shut down, because the file is 
stored in the network. It will remain available for other users whether or not the original 
uploading node is online. No single node is responsible for the content; instead, it is replicated 
to many different nodes.  However, there is no ability to search for a file key that has been 
inserted into the network.  The user sharing the file has to make the key available to either an 
individual using something like email, or to a broader audience by posting it on a message 
board, forum or on a Freesite. 
 
Freenet provides two (2) modes of operation, OpenNet and DarkNet.  OpenNet makes 
connections to any other OpenNet node, or strangers. In DarkNet mode, connections are only 
made only to friends a user has previously exchanged node ids with, creating a closed network. 
 
Freenet Keys 
 
Data is referenced and retrieved using keys.  Freenet uses three (3) main key types: 
 

Updatable Subspace Key (USK) is primarily used for Freesites sites, web pages stored 
within Freenet. It has a public key to retrieve the site webpage and a private key used to 
update site. 
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Signed-Subspace Key (SSK) is similar to USK, but used for files.  It has a public key used 
to retrieve files and a private key used to insert the file.  If two (2) different users insert the 
identical file using an SSK each will have a unique key. 
 
Content Hash Key (CHK) is the basic key used for static data such as images, video, and 
documents. It is the most common key in Freenet and is also the key for all the underlying 
splits for a file with a SSK. A CHK is a SHA256, base 64 hash of a document. The CHK is 
unique by nature and provides for tamperproof content. CHKs also reduce the redundancy 
of data since the same data will have the same CHK. The CHK consists of three parts:  

1. the hash for the file 
2. the decryption key that unlocks the file, and 
3. the cryptographic settings used 

A typical CHK key looks like this:  

CHK @ file hash , decryption key , crypto settings 

Or for example:  

CHK @ 
SVbD9~HM5nzf3AX4yFCBc-
A4dhNUF5DPJZLL5NX5Brs 

, bA7qLNJR7IXRKn6uS5PAySjIM6azPFvK~18kSi6bbNQ , 
AAEA-
-8 

 
The full (or manifest) key is required for an end user to retrieve a file, but only the file hash 
portion of the key is passed through the network, so an intermediate node does not have 
the ability to decrypt the file. The decryption key and crypto settings are required. The 
crypto settings tell Freenet, the type of encryption used, if the file is compressed and how, 
and the version of Freenet the file was inserted under for backward compatibility. 

For each file there are very many CHK keys (or CHK blocks) inserted, each is 32kb in size. The 
first block is the manifest that contains metadata about the file, and lists the CHKs to all split file 
data and check blocks. This is the block that the shared CHK/SSK key points. If this manifest 
disappears from the network, the download cannot start. 

Split File Manifest Example:  

Split file: CHK@RNWeZbc9pj5DFB4lFy0kYuXMOFE9E865DnmA~-
jV5O4,IZx4CgyrnxByVZolEy6UuAFY9Uwm4rX7UOCMkLIHP2c,AAMC--
8/Daddy%27s%20Girl%201.wmv 
Split file info 
Metadata version 1 
Split file type: FEC Onion standard (1) 
Compatiblity: COMPAT_UNKNOWN (min: COMPAT_1416 max: COMPAT_1416) 
Splitfile CryptoKey: 219c780a0cab9f1072559a25132e94b80158f54c26e2b5fb50e08c90b2073f67 
Hashes: 
  SHA1: 7f9ab2a9bda27ff6700ad270fa89b18f150df259 
  MD5: 86d88f721f4ea2d29713dcbf76648b8d 
  SHA256: 4e3317d4cb12559b520ccb9180659fb9386ab3ac0db54ccdf8d6c38dc68e656e 
  SHA512: 
c89ba88bbb7db64d71567d0f601dfd5083ee05afeab34492fff3a7cf68332983d4ea1270b2d60a5f9f9583fbfb3d39
13cc74e421dd17ed500b000fe0d186e478 
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  ED2K: 47462801da85b34e66b93cc964369058 
  TTH: be4c97a0f92f17e34c80f8ffb3660ecd7e99686ea08c783e 
Uncompressed data size: 6597770 bytes. 
Segment count: 2 
Data blocks per segment: 101 
Check blocks per segment: 102 

Segment #0 
Data Blocks: 101 
0 CHK@EAEw6BTt-

EWkVUUPcVA~vGg7RCeP~ObiKtYVKtPmQA8,IZx4CgyrnxByVZolEy6UuAFY9Uwm4rX7UOCMkLIHP2c,AAM

A--8 

….. 

The split keys are divided into equal segments of no more than 128 keys (256 with the check 
block keys). If all the keys for a file will fit in the manifest then the keys point to the actual data 
blocks of the file. In fact, if the file is less than 32kb, the file itself is contained in the manifest 
block. Otherwise, the keys in the manifest point to additional blocks of equal size containing the 
keys to all data and check blocks. If the file is large enough to require split file blocks the split 
file blocks are also required to be able to download the file. 

The data blocks are the actual file and it is possible for some of these to fall out of the network. 
Using a forward error correction technique the check blocks provide redundancy to be able to 
recreate missing data blocks or heal files. If some data blocks are missing, check blocks are 
used to recover the data. Check blocks themselves can also be recovered from the data blocks. 
This healing process results in the occasional insert of a block for a file occurring in the middle 
of the requests to retrieve blocks of the same file. 

When you download a file, the manifest is first downloaded, followed by all split file blocks. After 
that the real download begins. Freenet will download data blocks and check blocks at random, 
until it has enough to fully reconstruct the file.  The manifest key includes the file name at the 
end.  If the same file is inserted into the network twice with different filenames it will create a 
different manifest key, however, if it is a CHK key all the underlying data blocks will be the same 
and will have the same keys. 

Routing  

Freenet must be able to determine which nodes to store data on, and later be able to find that 
data again. The process of finding a piece of data, or a place to store it, is called routing. 
Because nodes connect with a limited number of peers and communicate only with them, 
routing is very difficult because it must be done with only locally available information. 
 
In graph theory, there is a type of network called a small-world network. A small-world network 
contains relatively short routes between any two nodes. Some types of small-world networks 
are especially useful because they allow finding short routes with only locally available 
information. All nodes have a location, unrelated to geographical location, which is a number in 
the range 0 (inclusive) to 1 (exclusive). Every request has an inherent ideal location which it is 
routed towards. Nodes route requests by giving them to the peer whose location is closest to 
that ideal location. However, in order for this to be effective, the network must have very specific 
characteristics. 
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Locations can be thought of as wrapped around a circle: zero at one point, approaching 1 as it 
goes around, then wrapping back to zero. In this model 0.3 is 0.2 away from 0.5, and 0.9 is 0.2 
away from 0.1. This distance between peers' locations is called the connection's link length. On 
average, nodes must have many connections with shorter link lengths, and a few connections 
with longer link lengths. One can think of this as being able to quickly make large leaps on the 
location circle and also make small adjustments. Figure 1 is an example of how peer nodes are 
distributed, with the x indicating the local node and the o the location of peers connected. 
 

 
Sample Peers Distribution 

Figure 1 

When a key is requested, first the node checks the local data store. If it's not found, the key's 
hash is turned into another number in the same zero to 1 range, and the request is routed to the 
node whose location is closest to the key. This goes on until some number of hops is exceeded, 
there are no more nodes to search, or the data is found (see figure 2). If the data is found, it is 
cached on each node along the path. So there is no one source node for a key, and attempting 
to find where it is currently stored will result in it being cached more widely.   
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Request Route Example 

Figure 2 

In OpenNet, a node can connect with untrusted peers, called strangers. In an attempt to 
improve link length distribution, nodes perform something called path folding. Path folding can 
happen when a request for a block of data succeeds. The endpoint can return an offer to 
connect (its OpenNet node reference) along with the requested data. As the data travels 
backwards along the route to return to the node which made the request, a node along the way 
can accept the offered connection, and the two become peers. To protect the anonymity of the 
endpoint, the node which accepted the connection removes the offer to connect, and the next 
node on the way back can add its own.  New connections are then sometimes added to 
downstream nodes (i.e. the node that answered the request) when requests succeed, and old 
nodes are discarded in least recently used order (or something close to it). Oskar Sandberg's 
research (during the development of the latest version) shows that this path folding is critical to 
the performance of the network, and that a very simple routing algorithm will suffice provided 
there is path folding. The disadvantage of this is that it is very easy for an attacker to find 
Freenet nodes, and connect to them, because every node is continually attempting to find new 
connections. 

Frost 
 
Frost is a free, open source, Java application that runs under Freenet and provides message 
boards or forums, similar to Usenet, as well as the ability to upload and download content.  
Frost is a very popular front-end for Freenet since it provides for bulletin boards for public 
messages as well as the ability to private message other users. 
 
A user can post and reply to messages without establishing an identity within the Frost system, 
however, many established users ignore such anonymous posts.  A user can establish a 
nickname and Frost will append a unique identifier.  This allows multiple users to have the same 
base nickname and also prevents someone from pretending to be another user.   When a user 
posts a key to a file on a board message in Frost, the key will be highlighted, similar to the way 
a hyperlink appears on a web page.  The user only has to click on the key and a box opens 
where he can select download for the file to be added to the download queue.   
 
Frost is commonly and blatantly used to trade child abuse material.  Users can upload a file into 
the Freenet network and then share it by posting the key on a Frost message board.  Many 
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message boards have names with common child pornography terms such as PTHC, girls.10-13, 
boyporn, hussy and hurtcore (see Figure 3). PTHC, hussy and child models-girls are 
consistently the most active boards on the Frost system. 
 

 
Figure 3 

Frost Main Screen 

 
Frost activity varies widely and the system is vulnerable to Denial of Service attacks.   Frost has 
fallen from favor for a lot of the main stream messaging; instead users have migrated to FMS 
(Freenet Message System). FMS, however, is generally hostile to child pornography traders so 
Frost remains the messaging system of choice for subjects trading child abuse materials. 
 
In addition to a source of manifest keys to files, many posts provide instructions on how to avoid 
getting caught by the authorities, groom children, or encrypt or hide your collection. There was 
even a post of all the current ICAC commanders and their email addresses with the suggestion 
other users should anonymously send child pornography pictures to their email boxes.  
 
Fuqid 
 
Fuqid is an external application for Freenet that is used as an insert/download manager for files. 
Fuqid stands for: Freenet Utility for Queued Inserts and Downloads.  It is written under Delphi 7 
and runs natively on Windows or on Linux under Wine.  
 
Fuqid offers a user significant control over both inserts and downloads of files into Freenet (see 
figure 4).  It can be used as an independent file manager or in conjunction with Frost.  When 
selecting a key in Frost a user is given the option of copying the key to the clip board (as well as 
downloading).  A user only has to right click within the Fuqid window and select add to put the 
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file in the download queue.  Fuqid keeps track of your previous downloads and lets the user 
know when the file already exists. 
 

 
Figure 4 

Fuqid Upload/Download Screen 

 
 
The Black Ice Project 
 
During the initial research into Freenet we discovered it was easy to identify IP addresses that 
were using the program and had connected to our node. (note: the Black Ice project only 
connects to the OpenNet).  
 
Using Freenet in the lab we discovered that downloading a file can be extremely slow and 
requires much patience, as well as the requirement to leave the system running almost 24/7. At 
least in the United States, we saw little legitimate use for Freenet beyond foreign nationals and 
maybe academic research. After a few knock and talk attempts we also quickly recognized that 
subjects using Freenet were more technically sophisticated and aware of their right to deny us 
consent to search.   
 
The objective of the Black Ice Project was to find a way to establish probable cause that a 
Freenet user is retrieving child abuse material from the network.  Since the data is encrypted 
and distributed across many nodes, unlike other P2P networks, we cannot directly download a 
file from a subject. However, we can “see” what a node is requesting from the network if it is 
directly connected to us.   
 



Black Ice: The Law Enforcement Freenet Project 

 

 

10 

Law Enforcement Sensitive   9/4/2013 

The current developer (and the only one paid) is Matthew Toseland, a college student in the UK. 
He goes by the handle Toad and he frequently posts opinions, directions and future 
improvements to Freenet on the developer web site, IRC or his Flog (Freenetese for a blog).  
He recently discussed some of the vulnerabilities in Freenet: 
 

Correlation attack: If you are very close to the originator, and can identify a stream of 

requests, you may be able to identify it simply by the fact that there is a large proportion of 

the known download coming from a peer. This works a few hops away too IMHO. So it's 

both malicious peers and attackers controlling an (as yet unquantified) proportion of the 

network. 

 

… Freenet is about hiding in the crowd. It's not much use if you are already on their shortlist 

of suspects. In the more unpleasant regimes, and even in the west quite often, you have 

bigger problems at this point (e.g. dawn raids!). In particular, Freenet does not provide 

strong protection if you are already connected to the target: Provided you can recognize the 

content (possibly after the fact from logs), you can identify with reasonable confidence that 

they are the originator. One consequence of this is you need a reasonably large network to 

hide in, and if the bad guy can afford to connect to everyone (or in some cases exclude a 

group of nodes at a time) he can probably trace you. 

 

We do not provide the sort of anonymity guarantees that mixnets such as Tor can in theory 

provide...  

 

In Ian Clarke’s paper, Private Communication Through a Network of Trusted 
Connections: The Dark Freenet, where DarkNet is introduced, he states: 
 

A second concern, that has come to the forefront with the actual deployment of Freenet, 

is the vulnerability of people operating nodes in the network. While the network strove to 

dissociate users from the data they accessed and nodes from the data they served, it did 

not hide that a particular node was part of the network. In order to find Freenet nodes in 

earlier incarnations of the system, it was sufficient to join the network and start operating 

as a node oneself: through the continuous process of routing and optimizing the network, 

one would eventually learn the identities and Internet addresses of more and more nodes in 

the network. This means that somebody wishing to attack the Freenet network in its 

entirety would have had no problem finding and identifying participants given sufficient 

time. 

 
This vulnerability is basically what the Black Ice project is exploiting by identifying nodes that are 
retrieving content that is known or suspected to be child abuse material.  Since 2011, we have 
been collecting the high level manifest keys from posts on Frost and other Freesites.  In the 
spring of 2012, programing was done by a Missouri ICAC Investigator, Wayne Becker, at the 
Salem lab to automate the retrieval of the split keys associated with the collected manifest keys. 
These keys are maintained in a SQLite database.  As of August 1, 2013 we have approximately 
20,000 manifest keys, or files of interest, with over 40 million split keys in the Black Ice 
keymaster SQL data base. The average file of interest has approximately 2,200 split keys 
associated with it, making it approximately 36MB in size.  This data base continues to grow as 
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we find new manifest keys to add.  It is worth noting that images are typically distributed in rar 
archives and when these files are extracted we have a database of over 50,000 file hashes.  
 
Freenet is an open source project and is in constant development. The system is written in Java 
and the source code is readily available. In April of 2012, a Research Scientist with the 
University of Massachusetts Amherst, Dr. Marc Liberatore, modified the Freenet program for the 
Black Ice Project so that it logs the IP address, CHK value, HTL (hops to live), type of request, 
and date/time as a request passes through the node. This modified version of Freenet (known 
as LEFn) has been initially deployed at six (6) law enforcement locations in Missouri. The data 
collected by these LEFn nodes is forwarded nightly to the lab in Salem, MO. Since we are only 
aware of the IP addresses directly connected to a LEFn node, the more connections to 
“strangers” increases the number of suspect IP addresses located.   
 
Black Ice essentially mines data from these log records.  Programs developed at the Salem lab 
do two (2) basic functions; they look for any IP address that is using Freenet, and look for 
specific records that contain requests for part of a file known or suspected to be child abuse 
material (file of interest).  This results in the maintenance of two (2) SQLite databases.  The first 
contains any unique, IP address/port combination ever seen by a LEFn node, and with the first 
and last date it was observed. This database can be used as an investigative tool to determine if 
an IP address seen elsewhere is also using Freenet. With the current deployment of LEFn 
nodes we are seeing 3,000-4,000 new US IP address/port combinations each month and 
approximately 15,000 globally. 
 
The port number is of interest because Freenet randomly assigns a UDP port number when the 
system is installed.  While this number is not unique across the network, it can be used to track 
a subject within a narrow geographic area as his IP address changes.  We have seen a number 
of cases, including one of our own nodes, where the port number appears to change on the fly.  
This appears to be the result of a NAT firewall changing the outbound port number.  
 
The second database contains specific information when the key in a logged record matches a 
file of interest in the KeyMaster database.  Matches located in the US and Canada, and with an 
HTL value of 18, 17 or 16, are added to a suspect data base along with specific information 
about the associated file (i.e. manifest key and SHA values).  
 
Freenet uses a value known as hops-to-live (HTL) to control how far downstream from the 
requester an attempt to retrieve a file block should travel. The default HTL value in Freenet is 
18.  This value is forwarded to the next node down the line and decremented as the request 
travels down a path.  Since the only IP addresses known to a LEFn node are the ones directly 
connected to it, there is currently no way to tell what IP requested a key if the HTL is less than 
18 (even though Toad alludes to the possibility in his posts).  There is also the possibility that a 
request with a HTL of 18 is not from the originator but randomly (50/50 chance) passed along 
without being decremented.  A feature, called probabilistic HTL, will change the HTL when at 
18, or not decrement it, as it routes the request.  This is intended to make it more difficult to 
establish, absolutely, the node that made the request.  Our testing and observations show that 
the originating node does not decrement the HTL, so any HTL less than 18 is not from the 
original requestor. 
 
It is possible to change the max or starting HTL within the configuration screens for Freenet. 
There is a caution that this field is for developmental use only should not be changed. We 
currently only look for records assuming the default is being used. 
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Probable Cause 
 
The developers of Freenet seem to be primarily concerned that a user have plausible deniability 
for any data on, or routed by their node.  They do not seem to be concerned that a user is 
probably using Freenet for criminal activity as much as they are an attacker’s ability to prove 
that they are, absolutely, with data collected from Freenet.    
 
To mitigate the effect of probabilistic HTL as we analyze the suspect IP addresses, we look for 
multiple requests for blocks of a file of interest from a specific IP, along with the absence of HTL 
16/17 records for the same file, during the same time period. If we see a 17 or 16 record mixed 
in with HTL 18s for the same file it means HTL 18s are the result of randomly not decrementing 
the HTL and the subject IP is not the requestor (figure 5).  
 

 
 

Figure 5 
In the above example the highlighted files are seen with a HTL of 16 or 17 in addition to a HTL of 18, indicating the 

HTL 18 record is the result of probalistic HTL and this IP is not the original requester. 

 
Conversely, a number of HTL 18s for a file without any HTL 16/17s (or only ones in a different 
timeframe) makes it highly likely that our subject is the requestor (figure 6). In this case we can 
state that the IP addresses logged are for IPs directly connected to a law enforcement Freenet 
node (LEFn) and are 1) known to be running Freenet, 2) known to have routed a request for a 
file of interest, and 3) probably originated the request. Since the decision to decrement each 
routed record is a “flip of the coin” the probability of two just HTL 18 records being sent from 
someone other than the requestor is only 25%.  Just three HTL 18 records would give us a 
better than 87% probability that the IP address is the requesting node. 
 
It is not uncommon to see a file of interest with all HTL 18s records but another file of interest, 
from the same IP, having a mix of 18s and 16/17s.  This would simply mean the suspect node 
was both requesting a file of interest and routing requests for a different file of interest in the 
same time frame.  There is also the possibility that a subject is both requesting a file and routing 
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requests from another node for the same file in the same timeframe.  Currently we have no way 
to determine that is what is happening and must assume the node is not the requester. 
 

 
 
 

 
Figure 6 

In the above example all of the records for this file have an HTL of 18. This would be an indication that the IP is the 
requestor and a viable target. Note the single HTL 16 record from 2 days prior.  The difference in the time frames 

indicates this is a routed record from a different request.  

 
 
 
Forensic Opportunities 
 
Whether as a result of a Black Ice investigation or some other case, an examiner may come 
across Freenet, Frost and/or Fuqid in the course of an examination.  Each of these programs 
provides its own possibilities for obtaining evidence.  While this discussion focuses on Windows, 
Freenet runs quite well in a Linux or iOS environment and most of the forensics remains the 
same.  This discussion is based on Freenet build 1440; Frost release 3302 and Fuqid build 56. 
 

Freenet 
 
Freenet is a Java based system and as such is not installed with registry entries.  The 
default location in Windows for the current installer is 
User/username/AppData/Local/Freenet. Older installations defaulted to the users 
Documents or My Documents folder.  However, any location can be selected at install time.  
 
The Freenet folder contains a plain text ini file named Freenet.ini. This file contains all of the 
configuration options that a user can select as well as a few that the system sets.  The main 
ones of interest are: 
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Node.opennet.listenport=; this is the UDP port that is randomly set at install time and 
will match the port from the Black Ice database unless Freenet was re-installed or the 
user changed the port number. 
MAXHTL=; this is the max hops-to-live for the node.  The current default is 18.   
Node.storesize=; this is the size of the datastore in bytes.  Anything more than a gig is 
a fairly committed Freenet user. The minimum is 32mb. 
Node.downloadsDir=; the location for Freenet downloads.  The default is 
Freenet\downloads but the user can specify anywhere he wants.  This is where 
downloaded files will be placed if there is no other download manager, such as Frost or 
Fuqid. 

 
Also in the Freenet folder you will find two files: 

completed.list.uploads 
completed.list.downloads 
 

The uploads file may contain files uploaded, preceded by the source.  For example, if the 
file was uploaded via Frost the entry would be Frost-filename. The key of the file is not 
included in this log.  Also, downloads made through a file manager, such as Frost or Fuqid, 
may not be listed in this log.  This list corresponds to a list displayed on the Freenet web 
interface. If the user deletes the entries via an option on the web page, they are removed 
from these log files (see figure 7). The user may also select a security option that requires a 
password to view the file sharing pages.  This option also turns off the logging of uploads 
and downloads. 
 

 
Figure 7 

Freenet Download Page 
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You will likely find a logs folder under the Freenet folder, unless the user has moved logging 
to another location, in which case the location can be found in the ini file. This folder will 
contain the current log, the previous log and a number of compressed, older log files. These 
logs are for program diagnostics and run time errors.  They typically do not contain anything 
of particular evidentiary value when the default logging value of normal is selected, but if 
the more verbose level of minor or debug is on the logs may contain upload and download 
details.  The user can turn off logging completely. 
 
Frost 
 
Frost is also a Java application and does not use Windows registry entries.  The install 
download is a zip file with a folder named frost and a number of sub-folders.  No installation 
process is needed, so the frost folder could be placed anywhere.  The options are found in 
an ini file, frost.ini, located in the folder /frost/config. The primary options of interest are: 
 

downloadDirectory=; this option specifies the location of the folder for file downloads. 
Another option, useBoardnameDownloadSubfolder=, which is off by default, will cause 
Frost to create subfolders using the Frost board name. 
logDownloads=; true by default, it controls whether Frost logs downloads. 
logUploads=; false by default, it controls whether Frost logs uploads. 
 
userName=test@Q7jC7Pn4tYlvCPTHGtDtbBdEY3o 
userName.pthc=test@Q7jC7Pn4tYlvCPTHGtDtbBdEY3o 
userName.test=test@Q7jC7Pn4tYlvCPTHGtDtbBdEY3o 
The user name fields are created if the user creates a unique user id for posting.  
These ids can be different for each board the subject has posted.  Their presence tells 
you where the subject has been posting messages.  The examiner can actually use 
Frost to search for the unique user name and discover what the subject posted.  This 
can be particularly useful if the posts are keys to contraband material.  These ids can 
also be found in an xml file; localIdentiesBackup.xml in a Frost sub-folder, localdata. 
 
The localdata folder is also where you can find the Frost-Downloads.log, if download 
logging was left on.  The download log will contain the full key of the file, followed by 
the filename (see figure 8). The upload log will also be in this folder if the user turned 
upload logging to true. 
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Figure 8 

Frost Download Log 
 

Fuqid 
 
Fuqid is a Windows application that is distributed as and exe file.  It is also purported to 
run in a Linux environment using Wine. As of this writing, there doesn’t seem to be 
installation files easily available outside of Freenet itself.  Fuqid comes as a zip file that 
extracts to a single folder named Fuqid. Similar to Frost, this folder could be placed 
anywhere.  Fuqid also uses an ini file to contain its options.  The ini file contains a 
couple of interesting artifacts: 
 

SaveDir=; this options specifies the location where completed downloads are 
stored. 
Keyslog=; this is the location and file name of the log file that contains a list of the 
keys to the files that have been inserted into Freenet.  Logging to this file is on by 
default and the default file name is Fuqids-Keys.log in the Fuqid folder. 
Downloadslog=; also on by default, is the location and filename of the log file that 
contains a list of the keys and file names that have completed downloading. It is 
used by Fuqid to avoid downloading files multiple times.  Its default name is Fuqid-
Downloads.log, also in the Fuqid folder. 
 

The ini file also contains the complete upload and downloads queues.  This is a list of 
in-process files and includes their keys, names and much of the metadata that is stored 
in the manifest block, including the various hash values of the file.  This data is 
particularly useful evidence of receipt and distribution if the files are contraband 
material. 
 
There is also an operational log simply named Fuqid.log, which is off by default. If 
present this log contains message, primarily intended for debugging. 
 

Experience and Next Steps 
 
The initial project objectives were to determine if we could establish probable cause to obtain 
search warrants based on Freenet activity.  We have successfully done that, on both the state 
and Federal level, albeit on a small scale.  We do not yet have enough empirical data to make a 
definitive conclusion, but it appears in cases where the subject is using Freenet we are going to 
encounter a more technically sophisticated, paranoid subject. We have encountered encryption 
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in multiple cases, though not thorough enough to prevent us from making a criminal case.  We 
also are finding significant quantities of digital media and equipment. We removed over 20 loose 
hard drives from one subject’s bedroom, in addition to his computers. 
 
In our analysis of the data for Missouri, we notice a mix of activity.  We may see the same 
IP/Port consistently over a period of months.  We also frequently see a subject for only a short 
period of time, maybe a few days or a week. The suspicion is someone with an interest in child 
abuse materials finds Freenet and gives it a try and then either is not in a position to allow it to 
run long enough to be successful, maybe because of other family members, or becomes 
frustrated with the relative slowness of Freenet.  These subjects may still be good targets that 
are exploring other sources for the material they are seeking. 
 
We also often see an IP address with its port number changing. The port number is set at 
installation and is not easily changed by the user.  It could indicate that there are multiple copies 
of Freenet running behind the IP, or Freenet is being removed and reinstalled.  In one case we 
were able to forensically observe  that the subject would install Freenet, run it for a day or two, 
and then delete it, only to install it again a few days or weeks later.  We have seen a number of 
cases where the port number appears to change on the fly and we believe this is the result of a 
NAT router using a different port for outbound traffic. 
 
Of the currently deployed LEFn nodes, most are connecting to 14-20 peers. The program will 
allow a maximum of 100 connections, given enough bandwidth.  While our efforts have been 
focused on subjects in the US, the data we collect is worldwide.  Observably, roughly two-thirds 
of the peers we connect to are not in the United States, so opportunities exist for law 
enforcement in other countries to exploit this data.  
 
The modified Freenet program, LEFn, while successfully obtaining the data we need, should be 
enhanced in a couple of areas before many more LEFn nodes are deployed.  Currently we have 
to cycle LEFn in order to cut off the log file for transmission. Also, the log files contain no source 
information and this has to be added somewhat manually so we do not lose what nodes created 
the files.  Ideally, forwarding log records to a central server, real-time, would give us the most 
up-to-date information. We also set the LEFn nodes data store to the minimum size to avoid 
facilitating the distribution of contraband blocks. A version that artificially never finds a block in 
its data store would be best, if the network does not begin to ignore such a node.  
 
The most important need is to make the data we are mining available to a broader law 
enforcement audience. Today a prototype web interface is available for the databases at the lab 
in Salem (figure 9).  These tools allow a trained investigator to gather enough information to 
obtain a search warrant.  This prototype will need to be migrated to a more robust, production 
environment, preferably integrated with existing law enforcement systems.  Training in what 
Freenet is, how to use it, and how to use the Black Ice tools to investigate suspects, is under 
development. 
 
Search warrants using probable cause based on the Black Ice data will have the same concerns 
as any P2P search warrant.  Did the ISP provide the correct subject in response to our legal 
demand?  Is a neighbor, knowingly or unknowingly, using our subject’s Wi-Fi Internet 
connection?  Are there multiple subjects in the target residence?  Basic investigative work can 
help eliminate possible legitimate uses for Freenet, such as university environments or 
businesses with offices in countries with less “open” governments. 
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Black Ice criminal cases will have to be made on what we find forensically, admissions, and 
other evidence we find on scene, not on what we saw on the network.  Our experience, albeit 
limited, suggests we will encounter a more complex environment and encryption may be 
common. While Freenet will probably never have the volume of traffic we have seen in Gnutella 
and other networks, by using the data we collect from Freenet we may find suspects that 
otherwise would never be visible to us. In August of 2013 we executed a search warrant based 
on Black Ice data where the subject was ultimately found to be not only collecting child abuse 
material, but was molesting a child victim and videoing this abuse.  The only network he was 
using to obtain child abuse material was Freenet. Our window of opportunity may be short; as 
word gets out the law enforcement is finding Freenet CP traders, they will disappear, that is if 
the developers do not find a way to shut us out first. 
 

 

 
 

Figure 9 
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Wayne Becker is currently employed by the Dent County Sheriff’s Office and is a Special 
Investigator attached to the Missouri Internet Crimes Against Children (ICAC) Task Force. He 
investigates cases related to crimes against children, particularly computer related crimes, and 
the distribution of child abuse material on file sharing systems.  He is a certified computer 
forensic examiner and co-ordinates the South Central Missouri Computer Crimes Task Force.  
Prior to joining the Sheriff’s Office in 2004, Becker was an Information Technology professional 
in the private sector for 28 years. 
 
He can be reached via email at whbecker@dentcountysheriff.org. 
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The University of Texas at El Paso  

Policy Guidelines 

for 

Classified and Controlled Unclassified Information (CCUI) 

 

 

1. Applicability 

1.1 These policy guidelines apply to all UTEP research and sponsored projects and other activities that 

may acquire, generate, or use classified or controlled unclassified information (commonly referred to 

as sensitive information).  They provide general guidance and direction concerning the handling of 

such information. 

 

1.2 This document may be supplemented or modified by Vice President of Research letter instructions 

to Principal Investigators that provide program or project-specific instructions and policy.   

 

1.3 Nothing in this document, or in subsequent Vice President of Research letter instructions, is 

intended to supersede spe ifi  ritte  guida e provided y a spo sori g orga izatio ’s a ard 
notice, contract, task order(s), or other written direction(s), or the overarching requirements of NIST 

SP 800-171.  

 

2. Overview. 

2.1 When a project is intended to involve classified information the sponsoring agency will issue a DD 

Form 254, Contract Security Classification Specification, which will define access and control 

measures and provide additional security guidance.    

 

2.2 There are more than 300 laws, regulations and government wide policies that require certain types 

of information to be safeguarded. Some of the labels or legacy markings used to describe sensitive 

but unclassified information are: 

• For Official Use Only (FOUO) 

• Controlled Unclassified Information (CUI) 

• Sensitive But Unclassified (SBU)  

• Limited Official Use  (LOU) 

• Sensitive Unclassified Information (SUI)  

• Law Enforcement Sensitive 

• DEA Sensitive 

• Official Use Only (OUO) 

• DOD Technical Information 

• Distribution Statements on Technical Documents 

• Sensitive Security Information 

• Protected Critical Infrastructure Information 
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• Unclassified Controlled Nuclear Information 

• Export-Controlled Information 

 

2.3 UTEP shall use the term controlled unclassified information (CUI) rather than sensitive information. 

Controlled Unclassified Information (CUI) is information the Government creates or possesses, or 

that an entity creates or possesses for or on behalf of the Government, that a law, regulation, or 

Government-wide policy requires or permits an agency to handle using safeguarding or 

dissemination controls. To facilitate compliance and assurance of requirements laid out herein, the 

appendix provides a CUI data checklist. 

2.3.1. Because of the wide variety of existing policies and controls it is incumbent on University 

research programs to obtain an understanding from the funding sponsor(s) concerning:  

(a) What kind of information is sensitive?  

(b) What are the applicable governing laws, regulations or policies? 

(c) What are the exact limits of disclosure?   

 

2.3.2  Any acceptance of and handling of CUI data and projects must be done in compliance  NIST SP 

800-171, of which all requirements and protections supersede policies herein. 

2.3.3 Any acceptance of and handling of CUI data and projects must begin with notification to the 

assistant facility security officer. The assistant facility security officer will notify the chief 

information security officer so that the principle investigator my use established UTEP 

checklists to ensure compliance. 

 

3. Definitions. 

3.1 Access is the ability and opportunity to obtain knowledge of CUI or classified information.   

 

3.2 Classified information is information to which access is restricted by law or regulation to particular 

individuals or groups.   There are various classification levels, including: Top Secret, Secret, and 

Confidential. In addition to these general classification levels, there are additional constraints on 

access and dissemination which may be program specific.    

 

3.3 Cleared person.   A person who has been granted a personnel security clearance by a Cognizant 

Security Agency of the Executive Branch of the U.S. Government.   See Security Clearance, below. 

 

3.4 Controlled Unclassified Information (CUI) is information that requires safeguarding or dissemination 

controls pursuant to and consistent with applicable law, regulations, and government-wide policies 

but is not classified under Executive Order 13526 or the Atomic Energy Act, as amended.   

3.4.1 For example, consider the DHS description of sensitive information:  any information, the 

loss, misuse, disclosure, or unauthorized access to or modification of which could adversely 

affect the national or homeland security, but which has not been specifically authorized 

under criteria established by an Executive Order or an Act of Congress to be kept secret in 

the interest of national defense, homeland security or foreign policy.  The absence of any 

sensitivity marking is not a valid basis for assuming that information is non-sensitive.  

 

3.4.2 Such information may be explicitly defined in sponsoring agency documentation, e.g., 

i for atio  o er i g the o figuratio  a d di e sio s of the ave-form guides in a 

receiver section is sensitive and will not be disclosed to unauthorized perso el.    

 

http://en.wikipedia.org/wiki/Sensitive_information
http://en.wikipedia.org/wiki/Law
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3.4.3 This definition does not necessarily encompass proprietary or trade secret information. Such 

information is important to the originator but, unless it contains information in the above 

definition, it is not considered CUI.  (Dissemination of proprietary or trade secret 

information is normally prescribed in non-disclosure agreements or in the award 

document.) 

 

3.5 Facility Security Officer/Assistant Facility Security Officer (FSO/AFSO).  The University currently 

operates its classified information security program under the supervision of the UT System FSO.  

The University has an AFSO within the Office of Research and Sponsored Projects. 

3.6 Need-to-Know is the determination by a Principal Investigator or other appropriate University 

official that a specific person requires access to specific CUI or classified information in order to 

perform or assist in a lawful and authorized university activity.  

 

3.7 NISPOM is the National Industrial Security Program Operating Manual.  Promulgated by the 

Defense Security Service, the NISPOM establishes the standard procedures and requirements 

for all government contractors, with regards to classified information.  Agency specific policies 

may also apply, especially when dealing with organizations within the Intelligence Community. 

 

3.8 Safeguarding means measures and controls that are prescribed to protect CUI or classified 

information from unauthorized access and to manage the risks associated with processing, storage, 

handling, transmission, and destruction of such information. 

 

3.9 Security Clearance is an administrative determination by competent authority (of the Executive 

Branch of the U.S. Government) that an individual is eligible, from a security stand-point, for access 

to classified information of the same or lower category as the level of the clearance granted.  

Clearances are normally granted by the Defense Security Service, the Department of Energy, the 

Nuclear Regulatory Commission, or by the CIA/Intelligence Community. 

 

4. Right to Publish. 

4.1 While UTEP desires to protect its right to publish the results of University-based research, one 

should not publically release any information (classified/unclassified) that is tied to a Classified 

Government Contract without approval from that Contract's Sponsor. External sponsors and the 

University recognize that researchers may work in areas and develop knowledge that may be 

controlled unclassified information.  In order to allay sponsor and University concerns over the 

unauthorized release of CUI or classified information, it is University policy that UTEP personnel will 

review their manuscript drafts, website postings, brochures, presentations materials (video, 

slides, posters, etc.), technology transfer information, and all other information that may be 

disclosed to the public or persons without a need-to-know, to preclude inclusion of CUI or 

classified information.   This requirement is extended to research sub-award personnel.   

 

5. Safeguarding CUI and Classified Information. 

5.1 In the event of conflict, the spo sori g orga izatio ’s dire tives take pre ede e. 
 

5.1.1. Defining the parameters.  Principal Investigators are responsible for obtaining the 

sponsoring orga izatio ’s guida e o er i g: 
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a. What information is CUI or classified?  In the case of the latter, the DD form 254 should 

provide general classification guidance.  For the former, consultation with the sponsoring 

age y’s progra  offi er is advised. 

b. What are the applicable governing laws, regulations or policies? 

c. What are the exact limits of disclosure?  

d. Who can be granted access?  For classified information this access is limited to those with 

proper security clearance and need-to-know.  For CUI, consultation with the sponsoring 

age y’s progra  offi er is advisa le. 
 

5.1.2. Access.   

 

a. Principal Investigators are responsible to determine who will have access to CUI and/or 

classified information obtained or generated through their project activities, consistent with 

the guidance of the sponsoring organization.   

b. Access to classified information is limited to appropriately cleared persons with need-to-

know. 

c. Access to CUI is normally restricted to US citizens with need-to-know, though sponsoring 

agencies may make exceptions for operational or other reasons. 

d. An up-to-date access roster will be maintained.  It will be available to all authorized 

personnel so they may readily identify who is authorized access to any CUI or classified 

information handled by the project.  This roster will include people who are directly involved 

in project activities as well as people who provide administrative, logistical, and technical 

support whose duties require them to access the information, e.g., administrative personnel 

who prepare and handle project reports.  A copy of the roster will be provided to the UTEP 

Assistant Facility Security Officer (AFSO) in the Office of Research and Sponsored Projects.   

e. Access to work sites where classified information is handled or stored may be controlled by 

badge systems and special locks and entry controls.  Such areas will have published access 

plans that comply with the NISPOM or other sponsoring agency directives.  

 

5.1.3. Visitors.   

 

i. Visitors to classified activities will be appropriately cleared.  Visit requests will be submitted 

y the visitor’s pare t orga izatio  to the UTEP AF“O.  Such visits will be conducted in 

accordance with the NISPOM or other appropriate sponsoring agency directive(s).   

ii. Visitors to CUI work sites will be approved by the project Principal Investigator or his/her 

designee, after appropriate approval of the sponsoring agency’s program office, if required.  

Visitors must have appropriate access and need-to-know, and must be escorted at all times 

by an approved project staff member; visitors who are directly and routinely involved with 

the project, e.g., sponsoring agency program office  or collaborating organization personnel, 

do not require escorts.  

   

5.1.4. Personnel.  

 

a. The UTEP Human Resources department should be advised on any job-specific 

requirements, including citizenship.  Job notices will include citizenship requirements, if 

necessary, and HR will check proof of citizenship of candidates who are not currently UTEP 

employees.  For job candidates who are already in the UTEP personnel system HR may not 

be able to determine their citizenship based on their personnel files.  In those cases where 
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citizenship is required and HR files cannot document it, the HR department will require the 

candidate to provide appropriate documentation.    

b. All employees of the University are required to pass background checks prior to 

employment or appointment, including students appointed as research assistants. 

c. Students who volunteer to work on research activities without appointments are not subject 

to background checks.  Principal Investigators who consider using such students are 

responsible to determine citizenship and obtain background checks for suitability as if they 

would be employed by the University. 

d. Employees working on classified activities will have security clearances granted by the 

appropriate security agency. 

e. Citizenship.  For activities involving CUI, access is usually restricted to US citizens. 

f. Prior to beginning work on a project, all personnel to be granted access to CUI or classified 

information will sign a non-disclosure statement acknowledging their obligation to 

safeguard CUI and the penalties for failure to do so.     

i. Persons granted a security clearance will sign the SF 312 (Classified Information 

Nondisclosure Statement).    

ii. Persons granted access to CUI, employees will sign the UTEP CUI Nondisclosure 

Statement (Appendix A).  They may also be required to sign sponsor-specific forms, such 

as the DHS Form 11000-6.  

g. Subsequent information.  If, after a person has been granted access to CUI or classified 

information, additional or new information comes to light that may raise concerns about 

his/her suitability for continued access, the individual will be suspended from access 

immediately pending a final determination by the Principal Investigator, his/her supervisory 

chain, and the UTEP Assistant Facility Security Officer (AFSO) in the Office of Research and 

Sponsored Projects, and, in the case of personnel with security clearances, the cognizant 

security authority.  The sponsoring agency will also be notified, so that appropriate actions 

can be taken to mitigate the risk associated with the inappropriate access.  Consult with 

sponsoring agency directives and project award documents for timeliness requirements for 

reporting such information.   

 

5.1.5. Work sites.  

a. On campus.   

i. When using CUI, authorized users will work in a space that is segregated from 

unauthorized personnel; a separate room is sufficient.  Authorized personnel will know 

who else has access to the work and will challenge unauthorized others when they 

attempt to access the site.  If unauthorized personnel are present at the work site, CUI 

will be covered from view.  CUI will not be left unattended.  When not in use, CUI will be 

stored as directed in the following paragraph (5.1.6) and the work site will be secured 

with a locked door.    

ii. Use of classified information is restricted to those areas that adhere to the 

requirements identified in the NISPOM or the DD form 254 issued by the sponsoring 

agency. 

iii. Some projects may deal with a mix of non-sensitive and sensitive information and may 

employ persons who may not have access or need-to-know to work on the latter. The 

Principal Investigator is responsible to separate the work activities, physically and 

cognitively, to preclude inadvertent or wrongful disclosure.  Those persons authorized 

to work with CUI will be briefed about the activities and scope of work of the non-

sensitive group, and specifically about the limits of information to be exchanged with 
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the latter.  It may be appropriate to explicitly define the specific tasks and limits of the 

scope of work assigned to the non-sensitive group.   

 

b. Off campus. 

i. At approved sponsor or collaborating agency facilities.  Authorized project personnel 

may visit such facilities in the performance of their duties, subject to the approval of the 

facility director. 

ii. Other off campus locations.  Project personnel may work on CUI at other off campus 

locations only with the prior approval of the Principal Investigator, and only after 

appropriate safeguards are applied.  Use of classified information is restricted to those 

areas that adhere to the requirements identified in the NISPOM or the DD form 254 

issued by the sponsoring agency. 

 

5.1.6. Storage.  When hard copy CUI is not being used it will be stored in a locked container in a 

locked room; a file cabinet or desk may be sufficient.   Key control should ensure that only 

authorized personnel have access to the room or storage container.  Classified information will 

stored as directed in the NISPOM. 

 

5.1.7. IT Security.  CUI may be stored on desk top computers, laptop computers or on university 

servers, as well as on external memory devices such as hard drives, USB drives, and on CD; 

password access or encryption will be used at a level appropriate to the sensitivity of the 

information involved and consistent with the guidance of the sponsoring agency.  When not in 

use, external storage media and laptop computers will be secured in a locked container.  Use of 

classified or export-controlled information on IT systems must adhere to the NISPOM and other 

relevant regulations. UTEP IT does not restrict information transiting its servers to U.S. only 

servers managed by U.S. Persons.  As such, UTEP Mail service is not adequate for and cannot be 

used by personnel to transmit or receive export-controlled information.  A comprehensive 

checklist, named UTEP System Security Plan, for assuring compliance exists through the 

Information Security Office and should be completed in its entirety before receipt of CUI. An 

example of a System Security Plan is attached as an appendix to this guideline. 

 

5.1.8. Marking.  CUI and classified information will be marked in accordance with the sponsoring 

organization’s security directives and the NISPOM and NIST. 

 

5.1.9. Transmission.  The transmission or dissemination of CUI or classified information will follow 

the procedures of the sponsoring organizatio ’s se urity dire tives and the NISPOM. 

 

5.1.10. Disposition, retention and/or disposal.  Disposition and retention of classified material are 

normally included in the security guidance provided by the DD 254.  If this is not the case, UTEP 

will contact the sponsoring agency for guidance.  Destruction will be conducted in accordance 

with the requirements of the NISPOM.  For CUI, the PI ill o sult ith the spo sori g age y’s 
program officer for guidance. 

 

6. Technology Control Plans 

6.1 The purpose of a Technology Control Plan (TCP) is compliance with federal regulations to ensure 

that the transfer of export controlled items, software, or technology, classified information or other 

CUI data (e.g., For Official Use Only (FOUO), Naval Nuclear Power Information (NNPI)) is not to be 

conveyed in any manner to foreign national visitors, employees, and students beyond that which is 
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approved for export by a license or other approval from the appropriate U.S. federal agency, or 

which is authorized to an individual possessing the re uired se urity lassifi atio  a d eed to 
k o .  Disclosure of classified information to foreign persons in a visitor status is considered an 

export disclosure under the International Traffic in Arms Regulations (ITAR) and requires a 

Department of State license or DoS approval of either a Technical Assistance Agreement or a 

Manufacturing License Agreement. To delineate and inform employees and visitors of the controls 

necessary to ensure that no transfer of classified defense information or CUI (defined as technical 

information or data or a defense service as defined in ITAR paragraphs 120.9 & 120.10) occurs 

unless authorized by DoS' Office of Defense Trade Controls (ODTC), and to ensure compliance with 

NISPOM 2-307 and 10-509. The TCP details the export control classification, restriction on release of 

information, physical and information security protocols, project personnel requirements, annual 

certification, and closeout procedure. ORSP and AFSO will monitor project related activity 

throughout the life of the TCP and the Principal Investigator or designated TCP Custodian will be 

required to disposition all controlled items before close out of the TCP. 

 

6.2 Projects or programs requiring TCPs will coordinate with the UTEP AFSO to implement a plan that is 

acceptable to the sponsoring agency or the VPR when the activity is UTEP-initiated. A TCP template 

is available through UTEP ORSP. 

 

7. Responsibilities  

7.1 The UTEP AFSO is the proponent for the Information Protection Policy and is responsible to: 

a. Promulgate University policy 

b. Periodically review project security procedures 

c. Provide general training concerning information protection 

d. Maintain file copies of project access rosters and security procedures/plans. 

e. Other duties as required by the NISPOM and/or sponsoring agency award documents or other 

directives.  

 

7.2 Principal Investigators are responsible for their projects and to: 

a. Determine, as necessary, what elements of information are CUI and/or classified (normally using 

DoD-provided classification guides for the latter). Review manuscript drafts, website postings, 

brochures, presentations materials (video, slides, posters, etc.), technology transfer information, 

and all other information that may be disclosed to the public or persons without a need-to-

know, to preclude inclusion of CUI or classified information.    

b. Maintain an up-to-date access roster of all people authorized access to project CUI and/or 

classified information.  A current roster will be provided to the UTEP AFSO within the Office of 

Research and Sponsored Projects. 

c. Develop project specific security plans, TCP, that include procedures for access control, worksite 

control, and safeguards for project CUI and/or classified information. 

d. Provide project-specific security training for project personnel. 

e. Report violations of security procedures and/or adverse information about project personnel to 

the AFSO. 

f. Other duties as required by the sponsoring agency. 

 

7.3 Senior project personnel, normally co-PIs, will assist the Principal Investigator as he/she directs.  

 

7.4 Persons granted access share in the collective responsibility to safeguard CUI and/or classified 

information.  They will be aware of the project access list and will deny access of unauthorized 



UTEP Policy Guidelines for Classified and Controlled Unclassified Information 

UTEP CUI Policy Guidelines 12-13-18  Page 8 of 9 

personnel to project information and restricted worksites.   All are responsible for reporting violations of 

security procedures and adverse information about project personnel to the Principal Investigator and 

the AFSO. All personnel granted access to CUI or classified information will sign a non-disclosure 

statement acknowledging their obligation to safeguard such information and the penalties for failure to 

do so.    Persons granted a security clearance will sign the SF 312 (Classified Information Nondisclosure 

Statement).   For projects dealing with CUI, employees will sign the UTEP CUI Nondisclosure form 

(Appendix A) unless they are required to sign a sponsor-specific form.  

 

8. Reporting Violations or Security Concerns 

8.1 Divulging CUI or classified information to the public or unauthorized personnel constitutes a serious 

breach of the obligations of the University and project personnel, and may constitute grounds for 

professional discipline, termination of employment, and civil or criminal prosecution, depending on 

the nature of the disclosure. The University will cooperate fully with any law enforcement actions. 

Further, intentional disclosure of designated CUI or classified information without authorization may 

result in forfeiture of federal research funding and termination of affected programs or projects.   

 

8.2 Principal Investigators must notify the UTEP Assistant Facility Security Officer (ASFO) as soon as 

possible after discovery of any accidental or intentional disclosure of designated CUI or classified 

information.   The University will in turn notify the sponsoring agency program officer as 

appropriate. 

 

9. Training 

9.1 All personnel authorized access to CUI and/or classified information will receive initial and annual 

training on these policy guidelines and appropriate sponsoring organization security directives.   

 

10. Flow-through 

The requirements of these policy guidelines and any Vice President for Research directive will flow down 

to all sub-awards or sub-contracts that involve classified or controlled unclassified information.  If the 

sub-awardee does not have an Information Protection Policy or wishes to forgo their own plan then it 

will comply with this document.  If the sub-awardee has an Information Protection Policy it will provide 

a copy to the UTEP AFSO for review; UTEP reserves the right to impose additional requirements as 

necessary to ensure compliance with sponsoring agency requirements.  

 

ON BEHALF OF THE VICE PRESIDENT FOR RESEARCH 

 

 

 

 

Nathaniel V. Robinson, P.E. 

Assistant VP for Research  

Assistant Facility Security Officer 

February 27, 2016 
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Controlled Unclassified Information Nondisclosure Statement 

 

1. I am working on or in support of a project or activity that involves, or may involve, Controlled 

Unclassified Information (CUI) as defined in the UTEP CCUI Policy Guidelines.    

2. I have read and understand the UTEP Classified and Controlled Unclassified Information Policy 

Guidelines and will comply with same. 

3. I have received an initial security briefing by the UTEP AFSO and/or the project Principal Investigator 

or designee concerning the nature and protection of CUI, including the procedures to be followed in 

ascertaining whether other persons have been approved for access to it; and I understand these 

procedures. 

4. I have also been briefed about the sponsoring agency requirements contained in its award 

documentation and/or other directives. 

5. I am aware of my responsibilities to: 

a. Safeguard CUI, 

b. Report unauthorized disclosure or dissemination of CUI and any violations or breaches of project 

security to the UTEP AFSO.  

6. I have worked with the UTEP Information Security Office to generate a System Security Plan or have 

been shown to be excluded. 

7.    I will comply with all applicable UTEP policy including but not limited to all manuscript drafts, 

website postings, brochures, presentations materials and technology transfer information.  Further, 

I am aware of and will comply with any sponsoring agency restrictions or requirements concerning 

publication and/or dissemination of information developed as a consequence of this project. 

 

__________________________________ 

Printed Name 

 

__________________________________   ________________________________ 

Signature           Date 

 

Witnessed by a supervisory investigator or UTEP VPR designee:  I acknowledge that this document was 

signed in my presence by the person whose name is affixed hereto, and that such person is either a 

program/project participant or has substantive administrative or support responsibilities that merit 

his/her acknowledgement of the UTEP CCUI Policy Guidelines and other appropriate rules, regulations 

policies, procedures and directives.  

 

 

___________________________________ 

Printed Name of witness 

 

 

___________________________________   ________________________________ 

Signature of witness        Date 
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The University of Texas at El Paso  

CUI Checklist to facilitate adherence to Policy Guidelines for 

Controlled Unclassified Information (CUI)  

 

Controlled Unclassified Information (CUI) is information that requires safeguarding or dissemination 

controls pursuant to and consistent with applicable law, regulations, and government-wide policies but 

is not classified under Executive Order 13526 or the Atomic Energy Act, as amended. Refer to UTEP 

Policy Guidelines for Classified and Controlled Unclassified Information a d the gover e t’s 
overarching requirements in NIST SP 800-171. 

 

 Government sponsor or contractor has properly provided marked Controlled Unclassified 

Information (CUI). Markings alert holders to the presence of CUI and, when portion markings are used, 

identify the exact information or portion that needs protection. Markings can alert holders to any CUI 

dissemination and safeguarding controls. 

 

 1. Identify and implement a UTEP System Security Plan for controls to strictly limit access to data 

and data systems to only those individuals affiliated with the research project and the need for 

data access. This should include physical control access, storage of media and assets containing 

CUI, and electronic information systems, including proper destruction of media containing CUI. 

Contact: Jerry Cochrane gdcochrane@utep.edu  

 2. Identify and maintain an inventory of personnel who have access to data and information 

systems relative to the CUI and research. Ensure a unique account per user for authenticating. 

 3. Ensure all personnel (research, administrators, technicians, etc.) are informed of the security 

risks associated with CUI, their activities, and methods for mitigating those risks. Ensure each 

person receives UTEP CUI training and signs the Controlled Unclassified Information 

Nondisclosure Statement. Contact: Nate V Robinson, nvrobinson@utep.edu  

 4. Document and maintain an inventory of data and information handling systems and security 

configuration settings.  

 5. Create and maintain processes for managing the lifecycle of the information systems used to 

support the project. 

 6. Implement a system audit controls to record and report data access, including any anomalous 

events, with special notion and handling for those deemed unlawful, unauthorized, or otherwise 

inappropriate to the research. 

 7. Report incidents according to UTEP policy: contact Nate V Robinson, nvrobinson@utep.edu 

 

 8. Conduct screening activities (i.e., background checks) when recruiting personnel for intended 

access to CUI and ensure access is removed if and when a person is off-boarded or commits a 

known felonious act. 

mailto:gdcochrane@utep.edu
mailto:nvrobinson@utep.edu
mailto:nvrobinson@utep.edu
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 9. Conduct periodic audits of all safeguards and policies (physical and cyber) to ensure 

compliance and safekeeping of CUI, with a document containing date of audit, findings, any 

incidents and/or anomalies.  

 10. Ensure all of the above are documented with the processes for safeguard CUI during 

research and handling operations documented in an Information Protection Plan, delivered to 

UTEP FSO: nvrobinson@utep.edu, including updates to personnel rosters as they occur. 

 

Marking:  

 

 

mailto:nvrobinson@utep.edu
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1.0 SYSTEM IDENTIFICATION 
 

1.1 System Name/Title: [State the name of the system; spell out acronyms] 
 

1.1.1 System Categorization:  Moderate Impact for Confidentiality  

 

1.1.2 System Unique Identifier: [System Unique Identifier-Will be designated by CISO]  

 

1.2 Responsible Organization:  
 

Name: The University of Texas at El Paso 

Address: 500 W. University Avenue 

 

 

El Paso, TX 79968 

Phone:  

 

1.2.1 Information Owner (Government point of contact responsible for providing and/or 

receiving CUI): 

Name:  

Title:  

Office Address: 500 W. University Avenue 

  

 El Paso, TX  79968 

Work Phone:  

e-Mail Address:  

 

1.2.1.1 System Owner (assignment of security responsibility): 

 

Name:  

Title:  

Office Address: 500 W. University Avenue 

  

 El Paso, TX  79968 

Work Phone:  

e-Mail Address:  

 

1.2.1.2  System Security Officer: 

 

Name: Gerard D. Cochrane Jr. 

Title: Chief Information Security Officer 

Office Address: 500 W. University Avenue 

Work Phone: (915) 747-6324 

e-Mail Address: gdcochrane@utep.edu; security@utep.edu  

mailto:gdcochrane@utep.edu
mailto:security@utep.edu
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1.3 General Description/Purpose of System:  What is the function/purpose of the 

system?  [Provide a short, high-level description of the function/purpose of the system.]   
 

1.3.1 Number of end users and privileged users: [In the table below, provide the approximate 

number of users and administrators of the system.  Include all those with privileged 

access such as system administrators, database administrators, application 

administrators, etc.  Add rows to define different roles as needed.] 

 

Roles of Users and Number of Each Type: 

 

Number of Users 
Number of Administrators/ 

Privileged Users 

  

1.4 General Description of Information: CUI information types processed, stored, or transmitted 

by the system are determined and documented. For more information, see the CUI Registry at 

https://www.archives.gov/cui/registry/category-list. [Document the CUI information types 

processed, stored, or transmitted by the system below].  

 

2.0 SYSTEM ENVIRONMENT  
 

Include a detailed topology narrative and graphic that clearly depicts the system boundaries, system 

interconnections, and key devices.  (Note: this does not require depicting every workstation or 

desktop, but include an instance for each operating system in use, an instance for portable components 

(if applicable), all virtual and physical servers (e.g., file, print, web, database, application), as well as 

any networked workstations (e.g., Unix, Windows, Mac, Linux), firewalls, routers, switches, copiers, 

printers, lab equipment, handhelds).  If components of other systems that interconnect/interface with 

this system need to be shown on the diagram, denote the system boundaries by referencing the security 

plans or names and owners of the other system(s) in the diagram.   

[Insert a system topology graphic. Provide a narrative consistent with the graphic that clearly 

lists and describes each system component.] 

 

2.1 Include or reference a complete and accurate listing of all hardware (a reference to the 

organizational component inventory database is acceptable) and software (system software and 

application software) components, including make/OEM, model, version, service packs, and 

person or role responsible for the component.  [Insert the reference/URL or note that the 

hardware component inventory is attached.] 

 

2.2 List all software components installed on the system.  [Insert the reference/URL or note that 

the software component inventory is attached.] 

 

2.3 Hardware and Software Maintenance and Ownership - Is all hardware and software maintained 

and owned by the organization? [Yes/No - If no, explain:]  

 

 

https://www.archives.gov/cui/registry/category-list
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3.0 REQUIREMENTS  
 

(Note: The source of the requirements is NIST Special Publication 800-171, dated December 2016)  

 

Provide a thorough description of how all of the security requirements are being implemented or planned to 

be implemented. The description for each security requirement contains: 1) the security requirement 

number and description; 2) how the security requirement is being implemented or planned to be 

implemented; and 3) any scoping guidance that has been applied (e.g., compensating mitigations(s) in place 

due to implementation constraints in lieu of the stated requirement).  If the requirement is not applicable to 

the system, provide rationale.   

 

3.1 Access Control 

 

3.1.1 Limit system access to authorized users, processes acting on behalf of authorized users, and 

devices (including other systems).  

 

 Implemented  Planned to be Implemented   Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale.  

  

3.1.2 Limit system access to the types of transactions and functions that authorized users are 

permitted to execute. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.1.3 Control the flow of CUI in accordance with approved authorizations. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.1.4 Separate the duties of individuals to reduce the risk of malevolent activity without collusion. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.1.5 Employ the principle of least privilege, including for specific security functions and privileged 

accounts. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.1.6 Use non-privileged accounts or roles when accessing nonsecurity functions. 
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 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.1.7 Prevent non-privileged users from executing privileged functions and audit the execution of 

such functions. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 

rationale. 

 

3.1.8 Limit unsuccessful logon attempts. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.1.9 Provide privacy and security notices consistent with applicable CUI rules. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.1.10 Use session lock with pattern-hiding displays to prevent access and viewing of data after period 

of inactivity.  

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.1.11 Terminate (automatically) a user session after a defined condition.  

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.1.12 Monitor and control remote access sessions.  

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.1.13 Employ cryptographic mechanisms to protect the confidentiality of remote access sessions.  

 

 Implemented  Planned to be Implemented    Not Applicable  
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Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.1.14 Route remote access via managed access control points.  

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.1.15 Authorize remote execution of privileged commands and remote access to security-relevant 

information.  

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.1.16 Authorize wireless access prior to allowing such connections. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.1.17 Protect wireless access using authentication and encryption.  

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.1.18 Control connection of mobile devices.  

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.1.19 Encrypt CUI on mobile devices and mobile computing platforms.  

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.1.20 Verify and control/limit connections to and use of external systems.  

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 

rationale. 
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3.1.21 Limit use of organizational portable storage devices on external systems.  

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.1.22 Control CUI posted or processed on publicly accessible systems. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.2 Awareness and Training 

 

3.3.1 Ensure that managers, systems administrators, and users of organizational systems are made 

aware of the security risks associated with their activities and of the applicable policies, 

standards, and procedures related to the security of those systems. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.3.2 Ensure that organizational personnel are adequately trained to carry out their assigned 

information security-related duties and responsibilities. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.3.3 Provide security awareness training on recognizing and reporting potential indicators of insider 

threat. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.3 Audit and Accountability 

 

3.3.1 Create and retain system audit logs and records to the extent needed to enable the monitoring, 

analysis, investigation, and reporting of unlawful or unauthorized system activity. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 
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3.3.2 Ensure that the actions of individual system users can be uniquely traced to those users so they 

can be held accountable for their actions. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.3.3 Review and update logged events. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.3.4 Alert in the event of an audit logging process failure. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.3.5 Correlate audit record review, analysis, and reporting processes for investigation and response 

to indications of unlawful, unauthorized, suspicious, or unusual activity. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.3.6 Provide audit record reduction and report generation to support on-demand analysis and 

reporting. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.3.7 Provide a system capability that compares and synchronizes internal system clocks with an 

authoritative source to generate time stamps for audit records. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.3.8 Protect audit information and audit logging tools from unauthorized access, modification, and 

deletion. 

  

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 
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3.3.9 Limit management of audit logging functionality to a subset of privileged users. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.4 Audit and Accountability  

 

3.4.1 Establish and maintain baseline configurations and inventories of organizational systems 

(including hardware, software, firmware, and documentation) throughout the respective system 

development life cycles. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.4.2 Establish and enforce security configuration settings for information technology products 

employed in organizational systems. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.4.3 Track, review, approve or disapprove, and log changes to organizational systems. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.4.4 Analyze the security impact of changes prior to implementation. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.4.5 Define, document, approve, and enforce physical and logical access restrictions associated with 

changes to organizational systems. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.4.6 Employ the principle of least functionality by configuring organizational systems to provide 

only essential capabilities. 
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 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.4.7 Restrict, disable, or prevent the use of nonessential programs, functions, ports, protocols, and 

services. 

  

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.4.8 Apply deny-by-exception (blacklisting) policy to prevent the use of unauthorized software or 

deny-all, permit-by-exception (whitelisting) policy to allow the execution of authorized software. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.4.9 Control and monitor user-installed software. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.5 Identification and Authentication 

 

3.5.1 Identify system users, processes acting on behalf of users, and devices. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.5.2 Authenticate (or verify) the identities of users, processes, or devices, as a prerequisite to 

allowing access to organizational systems.  

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.5.3 Use multifactor authentication19F for local and network access20Fto privileged accounts and 

for network access to non-privileged accounts. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 
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3.5.4 Employ replay-resistant authentication mechanisms for network access to privileged and non-

privileged accounts. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.5.5 Prevent reuse of identifiers for a defined period. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.5.6 Disable identifiers after a defined period of inactivity. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.5.7 Enforce a minimum password complexity and change of characters when new passwords are 

created. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.5.8 Prohibit password reuse for a specified number of generations. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.5.9 Allow temporary password use for system logons with an immediate change to a permanent 

password.  

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.5.10 Store and transmit only cryptographically-protected passwords. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 
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3.5.11 Obscure feedback of authentication information. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.6 Incident Response  HERE 

 

3.6.1 Establish an operational incident-handling capability for organizational systems that includes 

preparation, detection, analysis, containment, recovery, and user response activities. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.6.2 Track, document, and report incidents to designated officials and/or authorities both internal 

and external to the organization. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.6.3 Test the organizational incident response capability 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.7 Maintenance 

 

3.7.1 Perform maintenance on organizational systems. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.7.2 Provide controls on the tools, techniques, mechanisms, and personnel used to conduct system 

maintenance. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.7.3 Ensure equipment removed for off-site maintenance is sanitized of any CUI. 

 

 Implemented  Planned to be Implemented    Not Applicable  
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Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.7.4 Check media containing diagnostic and test programs for malicious code before the media are 

used in organizational systems. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.7.5 Require multifactor authentication to establish nonlocal maintenance sessions via external 

network connections and terminate such connections when nonlocal maintenance is complete. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.7.6 Supervise the maintenance activities of maintenance personnel without required access 

authorization. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.8 Media Protection 

 

3.8.1 Protect (i.e., physically control and securely store) system media containing CUI, both paper 

and digital. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.8.2 Limit access to CUI on system media to authorized users. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.8.3 Sanitize or destroy system media containing CUI before disposal or release for reuse. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.8.4 Mark media with necessary CUI markings and distribution limitations. 
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 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.8.5 Control access to media containing CUI and maintain accountability for media during transport 

outside of controlled areas. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.8.6 Implement cryptographic mechanisms to protect the confidentiality of CUI stored on digital 

media during transport unless otherwise protected by alternative physical safeguards. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.8.7 Control the use of removable media on system components. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.8.8 Prohibit the use of portable storage devices when such devices have no identifiable owner. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.8.9 Protect the confidentiality of backup CUI at storage locations. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.9 Personnel Security 

 

3.9.1 Screen individuals prior to authorizing access to organizational systems containing CUI. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 
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3.9.2 Ensure that organizational systems containing CUI are protected during and after personnel 

actions such as terminations and transfers. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.10 Physical Protection 

 

3.10.1 Limit physical access to organizational systems, equipment, and the respective operating 

environments to authorized individuals. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.10.2 Protect and monitor the physical facility and support infrastructure for organizational systems. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.10.3 Escort visitors and monitor visitor activity. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.10.4 Maintain audit logs of physical access. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.10.5 Control and manage physical access devices. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.10.6 Enforce safeguarding measures for CUI at alternate work sites. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 
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3.11 Risk Assessment 

 

3.11.1 Periodically assess the risk to organizational operations (including mission, functions, image, or 

reputation), organizational assets, and individuals, resulting from the operation of 

organizational systems and the associated processing, storage, or transmission of CUI. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.11.2 Scan for vulnerabilities in organizational systems and applications periodically and when new 

vulnerabilities affecting those systems and applications are identified. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.11.3 Remediate vulnerabilities in accordance with risk assessments.  

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.12 Security Assessment 

 

3.12.1 Periodically assess the security controls in organizational systems to determine if the controls 

are effective in their application. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.12.2 Develop and implement plans of action designed to correct deficiencies and reduce or eliminate 

vulnerabilities in organizational systems. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.12.3 Monitor security controls on an ongoing basis to ensure the continued effectiveness of the 

controls. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 
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3.12.4 Develop, document, and periodically update system security plans that describe system 

boundaries, system environments of operation, how security requirements are implemented, 

and the relationships with or connections to other systems. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.13 System and Communications Protection 

 

3.13.1 Monitor, control, and protect communications (i.e., information transmitted or received by 

organizational systems) at the external boundaries and key internal boundaries of 

organizational systems. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.13.2 Employ architectural designs, software development techniques, and systems engineering 

principles that promote effective information security within organizational systems. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.13.3 Separate user functionality from system management functionality. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.13.4 Prevent unauthorized and unintended information transfer via shared system resources. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.13.5 Implement subnetworks for publicly accessible system components that are physically or 

logically separated from internal networks. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.13.6 Deny network communications traffic by default and allow network communications traffic by 

exception (i.e., deny all, permit by exception). 
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 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.13.7 Prevent remote devices from simultaneously establishing non-remote connections with 

organizational systems and communicating via some other connection to resources in external 

networks (i.e., split tunneling). 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.13.8 Implement cryptographic mechanisms to prevent unauthorized disclosure of CUI during 

transmission unless otherwise protected by alternative physical safeguards. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.13.9 Terminate network connections associated with communications sessions at the end of the 

sessions or after a defined period of inactivity. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.13.10 Establish and manage cryptographic keys for cryptography employed in organizational 

systems. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.13.11 Employ FIPS-validated cryptography when used to protect the confidentiality of CUI. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.13.12 Prohibit remote activation of collaborative computing devices and provide indication of 

devices in use to users present at the device. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 
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3.13.13 Control and monitor the use of mobile code. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.13.14 Control and monitor the use of Voice over Internet Protocol (VoIP) technologies. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.13.15 Protect the authenticity of communications sessions. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.13.16 Protect the confidentiality of CUI at rest. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.14 System and Information Integrity 

 

3.14.1 Identify, report, and correct system flaws in a timely manner.  

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.14.2 Provide protection from malicious code at designated locations within organizational systems. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.14.3 Monitor system security alerts and advisories and take action in response. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.14.4 Update malicious code protection mechanisms when new releases are available. 
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 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.14.5 Perform periodic scans of organizational systems and real-time scans of files from external 

sources as files are downloaded, opened, or executed. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.14.6 Monitor organizational systems, including inbound and outbound communications traffic, to 

detect attacks and indicators of potential attacks. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

3.14.7 Identify unauthorized use of organizational systems. 

 

 Implemented  Planned to be Implemented    Not Applicable  

Current implementation or planned implementation details.  If “Not Applicable,” provide 
rationale. 

 

 

 

 

 

 

 

 

 

 

 

 

  

  



UTEP SYSTEM SECURITY PLAN                         Last Updated:  July 19, 2018 

  

               

21 

4.0 RECORD OF CHANGES 
 

Date  Description Made By: 

   

   

   

   

   

   

   

   

 



DEPARTMENT OF THE ARMY 

UNITED STATES ARMY CRIMINAL INVESTIGATION COMMAND 
78TH MILITARY POLICE DETACHMENT (CID) (FWD) 

3 RD  MILITARY POLICE GROUP (CID) 
BAGHDAD, IZ APO AE 09342 

CIMPR-FR 	 23 AUG 2004 

MEMORANDUM FOR SEE DISTRIBUTION 

SUBJECT: CID REPORT OF INVESTIGATION FINAL SUPPLEMENTAL /SSI 
REPORT-0007-04-C1D259-80133-5H9A 

DATES/TIMES/LOCATIONS OF OCCURRENCES: 

1. 8 JANUARY 2004/1554 — 8 JANUARY 2004/1600 HRS; COMPOUND 

THREE, CAMP GANCI, ABU GHURAYB PRISON, IRAQ 

DATE/TIME REPORTED: 8 JANUARY 2004, 2004 HRS 

INVESTIGATED BY: SA 	 /26 -/ SA 

2., SA 7C—/ e6-1 h 2-, SA 7C-- 
	

0 2-- 

SUBJECT: 1. (NONE); [NATURAL DEATH] 

VICTIM: 1. IBRAHIM, NASEF JASEM (DECEASED); CIV; 1 JAN 41; M; OTHER; 
COMPOUND THREE, CAMP GANCI, ABU GHURAYB PRISON, IRAQ; XZ 
(NFI)[NATURAL DEATH]. 

INVESTIGATION SUMMARY: 

This is an "Operation Iraqi Freedom" investigation. 

This office received a serious incident report from the 10 th  Military Police Battalion 
(CID) (ABN) (FWD), Baghdad, Iraq regarding the death of a prisoner at the Abu 
Ghurayb Prison, Iraq. 

On 23 Aug 04, this office received the Final Autopsy Report #ME 04-12, 18 Feb 2004, 
pertaining to Mr. IBRAHIM, which revealed Mr. IBRAHIM's Cause of Death as 

Atherosclerotic Cardiovascular Disease resulting in Cardiac Tamponade and the Manner 
of Death as Natural. This report did not change the outcome of this investigation. 

LAW ENFORCEMENT SENSITIVE 
FOR OFFICIAL USE ONLY 

01443 

DODDOACID 007985 

ACLU-RDI 144 p.1ACLU-RDI 144 p.1



01444 

0007-04-C1D259-80133 

STATUTES: 

None (Natural Death). 

EXHIBITS/SUBSTANTIATIONS: 

ADDED ATTACHED: 

8. AIR of SA X-4 1  bb-/ 23 Aug 04, detailing the receipts of the Final Autopsy Report. 

9. Final Autopsy Report #ME 04-12, 18 FEB 04, pertaining to Mr. IBRAHIM. 

ADDED NOT ATTACHED: 

None. 

The original of Exhibit 8 was forwarded with the USACRC copy of this report. The 

original of Exhibit 9 is maintained in the files of AFIP, 1413 Research Blvd, Bldg 102, 

Rockville, MD 20850. 

STATUS: This is a Final Supplemental Report. 

- 	 / A 	 RV' -de 

72,-1 1% -/ 

Special Agent in Charge 

DISTRIBUTION: 

1 - DIR, USACRC, 6010, 6th Street, Fort Belvoir, VA 22060-5506 (originals) 

I — THRU: CDR, 22" Military Police Battalion (CID), Baghdad, IZ 

THRU: CDR, 3rd  Military Police Group (CID), Fort Gillam, GA. 

To: HQUSACIDC, ATM CIOP-ZA, Fort Belvoir, VA 

1 - CID LNO, MNC-1, (ATTN: SA Z--1/0: 4 mail only/less exhibits) 

1 — PM MNC-1 (ATTN: COL 7C— 3 , 	, Camp Victory, APO AE 09335 (Email 

only/less exhibits) 
1 — SJA, Special Prosecutor, Central Criminal Court of Iraq (CCCI), Office of General 

Council, Camp Victory, 1Z APO AE 09335 (e-mail only) 
1— OAFME, 1413 Research Blvd, Suite 102, Rockville, MD 20850 

1 - File 
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FOR OFFICIAL USE ONLY 
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DEPARTMENT OF THE ARMY 

UNITED STATES ARMY CRIMINAL INVESTIGATION COMMAND 

1211-1  MILITARY POLICE DETACHMENT (CID) (FWD) 

BAGHDAD BRANCH OFFICE 

APO AE 09335 

CIRC-ABE (195) 
	 30 Jan 04 

MEMORANDUM FOR SEE DISTRIBUTION 

SUBJECT: CID REPORT OF INVESTIGATION-FINAL (C) REPORT-0007-04
- 

 CID259-80133-5H9A 

1. DATES/TIMES/LOCATIONS OF OCCURRENCES: 
1. 8 JANUARY 2004/1554 HRS - 8 JANUARY 2004/1600 HRS; COMPOUND 

THREE, CAMP GANCI, ABU GHURAYB PRISON, IRAQ 

2. DATE/TIME REPORTED: 8 JANUARY 2004, 2004 HRS 

3. INVESTIGATED BY: SA 	/ ) 	-/ 	b)--, SA -7C- . / b6 

Oar 	-7c.,-/ / 	•-/ /2.2-- 

4. SUBJECT: 1. (NONE); !NATURAL DEATH] 

5. VICTIM: 1. IBRAHEIM, NASEF JASEM; 1 JAN 41; M; OTHER; COMPOUND 

THREE, CAMP GANCI, ABU GHURAYB PRISON, IRAQ; XZ (NF1) [NATURAL 

DEATI I]. 

6. INVESTIGATION SUMMARY: THE INFORMATION IN THIS REPORT IS 

BASED UPON AN ALLEGATION OR PRELIMINARY INVESTIGATION AND 

MAY CHANGE PRIOR TO THE COMPLETION OF THE INVESTIGATION. 

This is an "Operation Iraqi Freedom" investigation 

This office received a serious incident report from the 10 111  Military Police Battalion 

(CID) (ABN) (FWD), Baghdad, Iraq regarding the death of a prisoner at the Abu 

Ghurayb Prison, Iraq. 

This investigation revealed that Mr. IBRAHEIM died of natural causes when he suffered 

Cardiac Tamponade as a result of Atherosclerotic Cardiovascular Disease. 

On I 1 Jan 04. an autopsy was conducted on Mr. 113R A1-111M indicating Mr. 

IIBIZAHFIM's cause of death as Atherosclerotic Cardiovascular Disease resulting in 

Cardiac Tamponade and the manner of death as Natural. 

• 
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DODDOACID 007987 
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STATUTES: None (Natural Death). 

EXHIBITS/SUBSTANTIATION: 

ATTACHED: 

1. Agent's Investigative Report (AIR) of SA -L-4 /1;t-'1, 8 Jan 04, detailing receipt of 

initial notification, and the coordination with SA 7c..-/ l
ik../ 

2. AIR of SA 	6-1 8 Jan 04, detailing the interview of SPC 	; he 

examination of Mr. IBRAHEIM's body, the interviews of SPC /64 /Z, 4/- SSG 

fr11'.`1-  SG -76-417114 SPC 76- 11, kb- 7 7c 7c..--q)  Li-°eiind LTC 	
) 

3. AIR of SA 1G-  I J .1121 1 Jan 04, detailing the autopsy of Mr. 7c- " 1-/) 

4. Preliminary Autopsy Report of Mr. ABRAHEIM, 11 Jan 04. 

5. AIR of SA 	
16 Jan 04, detailing the re-interview of SPC 	66,  

6. Sworn Statement of SPC 76-4-6 	16 Jan 04, detailing his knowledge of 

the incident. 

7.
Compact disc 1\4E04-12, containing all photographs of autopsy. (USACRC copy 

only). 

NOT NITACIIED: 

None. 

The originals of exhibits 1, through 3, 5, and 6 were forwarded with the USACRC copy 

of this report. The originals of exhibits 4 and 7 are retained in the files of the Armed 

Forces Institute of Pathology, Building 102, 1413 Research BLVD, Rockville, MD 20858 

STATUS: This is a Final (C) Report. This investigation was terminated in accordance 

with Section V, Chapter 4-17 a (6), CID Regulation 195-1, in that the Special Agent in 

Charge determined that furtherance of the investigation would be of little or no value or 

leads remaining to be developed were not significant. Commander's Report of Action 

Taken (DA FM 4833) is not required. 

Leads Remaining: 
Canvass interview all detainees located in Compound 3. 

Final autopsy report. 
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Report Prepared By: 	 Report Approved By: 

le/ -1 ) 1910-1 

Distribution: 

1-DIR, USACRC, 6010, 6 th  Street, Fort Belvoir, VA 22060-5506 (originals with exhibits) 

1-Thru: 

Cdr, 10th  Military Police Battalion, ATTN: Ops Officer (with exhibits) 

Cdr, 3D MP Group, (CID), ATTN: S-3, APO AE 09335 (e-mail only/less exhibits) 

To: Cdr, USACIDC, ATTN: CIOP-ZA, Fort Belvoir, VA 22060-5506 (e-mail 

only/less exhibits 

1-CDR, 320th  MP Battalion, Abu Ghurayb, Iraq APO AE 09335 (with exhibits) 

l-SJA, (ATTN: COL 7e -'2i bb----32hief Counsel, CPA, Office of General Counsel, 

APO AE 09335. (e-mail only/less exhibits) 

I-CID LNO, V Corps (ATTN: SA 	-1 ,e-mail only/less exhibits) 

1-PMO, 1 AD (ATTN: LTC, , APO AE 09336 (e-mail only/less exhibits) 4 

1-PMO, V CORPS (ATTN: SFC P-' 6■ 14e-mail only/less exhibits) 

1-Armed Forces Institute of Pathology, 6825 16 th  Street NW Washington, DC 20306- 

6000 (with exhibits) 

1-File 
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AGENT'S INVESTIGATION REPORT 
CII) Regulation J95-1 

ROI :,:01-1BER 

0007-03-C1D2 59-80133  

PAGE 1 OF 1 PAGES 

BAS
IS FOR INVESTIGATION: About 2004, S Jan 04, this office received a 

Serious Incident Report (SIR) from the CID Liaison Officer, V Corps, 

Baghdad, Iraq indicating an Iraqi detainee died while under the custody of 

Coalition Forces at Abu Ghurayb Prison, Abu Ghurayb, Iraq. 

About 1124, 9 Jan 04, SAl2,t,-,voordinated with SA 
1.04/66-/ 	Abu 

Ghurayb Prison, Abu Ghurayb, Iraq who related Mr. IBRAHEIM was brought 

unconscious to the Compound 3 gate by other detainees. SA 
-X.I/related 

medics were dispatched to the scene where they pronounced Mr. IBRAHEIM 

dead from unknown causes. SA 7e-i/b&-/ elated he conducted initial 

`interviews of the personnel on sight, the medics, and the doctor who 

pronounced Mr. IBRAHEIM dead.///LAST ENTRY/// 

              

              

      

" rh  MP DeljCIW, 3 1  MP GRP (C1D), 

Baghdad, Iraq, APO AB 09331)  

nicrF 

' 	- 

122-- 
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(TT  	oci-  vac} -10/33 

AGENT'S INVESTIGATION REPORT 

 

CID Regulation 195-1 

 

PAGE 1 OF 2 PAGES 

  

About 2030, 8 Jan 03, SA 76- q) b&--/ ,erviewed SPC 	 ) /042-4 

SPC 1C- 1-t D&- Ll 	 both of 320 th  Military Police Company (MP Co), Abu 

Ghraib Prison Complex, APO AE 09335 (AGPC), who both related that on 8 Jan 03 they were 

serving as the Trauma Team assigned to work the Prisoner Camps and attend to any Trauma 

related cases involving prisoners. They related sometime after 1500 they were notified by radio 

to report to Ganci 3, AGPC, is response to a prisoner that was having difficulty breathing. They 

arrived approximately 1-2 minutes after being notified and discovered an elderly prisoner who 

was unresponsive and unconscious. They checked for vital signs with negative results and the 

prisoner was turning blue from the nipples up; pupils were fixed and dilated; no brachial or 

carotid pulse was detected. CPR was not initiated. They related they immediately transported 

the body to the Medical Treatment Area of the Inprocessing Center for further treatment by the 

Medical Doctor. 

About 2040, 8 Jan 03, SA ZI/ d, -/r, SA -76-0 Fib -/ 	 SA 	7C-1, 

both of this office, examined the body of Nasef Jasem IBRAHEIM, Detainee 
# 154111, which 

was located at the Medical Treatment Area, Inprocessing Center, AGPC. A visual inspection of 

the body revealed a lack of evidence of physical trauma and no bruising or other wounds were 

noted. Rigor Mortis was beginning to onset and Livor Mortis was apparent on the back of the 

deceased. The deceased was photographed for identification purposes using a Kodak EasyShare 

DX 4330. 

AGENT'S COMMENT: The deceased was laying on his back within a body hag. 

About 2100, SA "2C-6 471 nterviewed SPC 	-7(2- 44  ) 106-4 	 and SSG 

--/c-- 1-1- 	h6 	 ", both of 320-th  Military Police Battalion (MP BN), AGPC, 

who related around 1530, 8 Jan 03, a prisoner, subsequently identified as the deceased son (NFI), 

came to the gate of Ganci 3, AGPC, and reported his father was not breathing, had turned blue 

and had fallen down. SPC 	be " 	lated he told the prisoner to bring the sick 

individual to the gate and then he called the Tactical Operations Center (TOC) and requested 

medical personnel. They further related a couple minutes later, the son and the brother of the 

sick prisoner arrived carrying the sick prisoner on a blanket to the gate and was taken outside the 

gate to await medical personnel, who arrived at the same time the sick prisoner was brought to 

the gate and immediately began an assessment. They related the medics immediately, with in a 

minute or two, transported the sick prisoner to the Medical Treatment Area in the lnprocessing 

Area. 

About 7110. 8 Jan 03, 

H. 196 -  4 

03. they were present 

SA 7C---1 1 bo1 interviewed SSG 	7C--0  s 06 	 and SPC 

ioth of 320 0h  MP Co, AGPC, who related around 1530, 8 Jan 

in Guard Tower #3, which is adjacent to Ganci 3, along the Western Edge. 

-Special Agent , 

IC' 1 / b67  

CID Form 94 

. 	
. .._ • 

Prisoner Interview Team (CID)(FND) 

Abu Ghraib, Iraq, APO AE 09335  

Date; 	
Exhibit: 

8 Jan 04 

FOR OFFICIAL USE ONLY 

DODDOACID 007991 
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and observed several prisoners carrying a blanket with what appeared to be a body inside 
of w 

to

hat

ward 

 the gate of the compound. SPC 1c-q, ari6lated he notified the Guard Post at the gate  

he observed and was informed medical personnel were enroute. 

About 2110, 8 Jan 03, SA -7 -I 	iterviewed SFC 	7c - 4- 1  bet"- 9 	 320th  

MP BN, AGPC, who stated approximately 1530 he was notified by the TOC a detainee had 

turned blue in Ganci 3. SFC 7 e /04, .-43tated he dispatched a trauma team at 1535. SFC 

7C-q )  b6-4/- 
.4:1 when the trauma team arrived the detainee was deceased, and they transported 

the detainee to the Medical Treatment Area. SFC -76-4 - b4.-klated he proceeded to the Medical 

Treatment Area with LTC 	7C- - 	 ) 	
Lit 	 1 20th  MP BN, AGPC. T 

detainees' lips were white, pupils were dilated and he was not breathing. The trauma team did 

not perform CPR. At 1554, LTC 7c -4/ 196-4 pronounced the detainee dead. SFC •C- 91  Li 4. 

stated the detainee had a pre-existing heart condition. 

About 2130, 8 Jan 03, SA ie=- -// bt9-1 rviewed LTC 7e-di, 196-4/ who stated around 1545, 8 

Jan 03, he heard a detainee was being transported to the Medical Aid Station. LTC 
	 --47/ 

stated when he arrived the detainee had no heart rate, no respiration, no responsiveness to deep 

pain stimulation, and eyes were dilated. ee LTC 16 	
4. LTC 155 

b6 	3tated no CPR was li ad
d

ministered upon 

his arrival and he pronounced the detain dead at 	
7C- 4/ /196 - Y e the 

preliminary cause of death was Cardio Pulmonary Arrest, 	
the manner of death was natural. 

//////////////////////////////////////////////////////////LAST ENTRY///////////
and/////////////////////////////////////////////// 

------ 

 

SA 	C-1
—  ibb' 	

Prisoner Interview Team (CID)(FWD) 

Special Agent, /22 
.  

Abu Ghraib, Iraq, APO AE 09335 
_ __  __ 

Date: 	
Exhibit: 

8 Jan 04 

FOR OFFICIAL USE ONLY 

ie -  1 b6-I 
CID Form 94 

DODDOACID 007992 
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ROI NUMBER 

 

AGENT'S INVESTIGATION RE PORT 
CID Regulacion 195 

0007-04-C1D259 -80133  

 

PAGE 1 OF 1 PAGES 

bout 0910, 11 Jan 04, SA7C -1)Nri ttended the autopsy of Mr. ABRAHEIM, 

which was conducted by LTC 	,13`.-/-// /V.-4f- United States Navy (USN), Office 

of the Armed Forces Medical Examiner, Armed Forces Institute of Pathology 

(AFIP), Rockville, Maryland 20850. LTC 7e-,67/-h-,/elated the preliminary 

Cause of Death as Arthrosclerotic Cardiovascular Disease (ACD) and the 

Manner of Death as Natural. Photographs were exposed by Photographers 

ate 3 rd  Class 	-/C-q /4•- 471 	
1SN, Rockville, Maryland 20850, of the 

autopsy and prepared a compact disc containing all images exposed. (See 

Preliminary Autopsy Report and Compact Disc for details) .///LAST ENTRY/// 

• 33 	i33;1333' 	31Lm ,  

:;A 1c7,4 7  

1 196 - I 

ClD FORM q ,1 

Dp.G1-3,1.133 ,.T;c1 	N 

17. 1b  MP Det ;, CI D.) , 3 n  MP GRP (CID) , 

Baghcbd, 1 raq, APO AF 09335 

3347.3--: 	 Exit' BiT 

Will. ' 

01:1:1(71I\I llr3V, ONLY 

01451 

•- 

DODDOACID 007993 
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Page(s) 

• 

• 

Referred to: 

U.S. ARMY MEDICAL COMMAND 

FREEDOM OF INFORMATION/ 

PRIVACY ACT OFFICE 

ATTENTION: MCFP 
2050 WORTH ROAD, SUITE 13 

FORT SAM HOUSTON, TEXAS 

78234-6013 

MR. JOHN PETERSON 
John.Petersonl@cen.amedd.army.mil  

(210) 221-7826 

01452 

DODDOACID 007994 
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ROI NUMBER 

AGENT'S INVESTIGATION REPORT 
0007-04-CID259 - 8013 3  

About 1500, 16 Jan 04, SP 7C-6W -1 - e-interviewed SPC 	' laev--y who 

provided a sworn statement reiterating details from his previous 

interview. SPC 7C"4. 1 )26, 4 related he was assigned to Ganci 3, Abu Ghurayb 

Prison, Baghdad, Iraq, and was notified that a detainee was feeling ill 

and had fallen to the ground. SPC -76-4 /t74-4  related he informed his 

Tactical Operations Center (TOC) of the situation and medics were 

dispatched to the scene. 	
(See Sworn Statement of SPC 7d( -1/, 4tp-9for 

details).///LAST ENTRY/// 

‘7\ 	')C- I 	19C-, -1 

   

I 	MP Dei (CID), 3 MP GRP (CID), 

Baghdad, Iraq, APO AL 09335 
Exim,(11' 

1 

 

        

        

        

        

          

CIO ROgUlaCiOn 195-1 PAGE 1 OF 1 PAGES 

CID FORM (34 	
FOR OFIICIAL 11!7;V, ONLY 

01453 

DODDOACID 007995 
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------- - 	 

Far usa of ttes form. see AR 190-45: tho proponent agency is OOCSOPS 

ORITY: 

PRINCIPAL PURPOSE: 

ROUTINE USES: 

DISCLOSURE: 

[AU" 	

SWORN STATEMENT 

PRIVACY ACT STATEMENT 

Title 10 USC Suction 301; Titre 5 USC Section 2951; E.O. 9397 dated Nonflter 22.. 1943 (SSW 
To provide commander and law enforcement officials with means by which information may be accurately identified. 
Your social security number is used as an additional/alternate means of identification to facirnate filing and retrieval. 

a 	FILE NUMBER 

6"- el 5,6 	

, 	
- I. E

/IW(.4 - 6

ON 	
4 p fer ,h 	ro ,,, /6 	,-, c.. , 

L 	

Disclosure of your social security number is voluntary. 

,....,. 	- 4,-. 	._.K 

	

id- Lt, 	b6-4-1- 	

2. DATE tYYYYMMOM 	. TIM)6.  

--  • 	• - •- 	 p....._ 

B. URGANIZA 1 tUrrUtt AUUH[JJ 	•-• 	r 
n 	, 

r? 	u- MP 	t-Agjil fun  

04/ 	ddo61/_&7cit 	/96, .01.0 	i 	-1.07)i--cs -C1 	-, 
 7. GRADEIST

.. 	

T7 

9. 
7e r/ 	& - LI , WANT TO MAKE THE FOLLOWING STATEMENT UNDER OATH: 

rl r4iLeir.5 	—Cei-i 	6a4c.; 	3 	rarit.e -as/ 

Is 	I 

,0e-Amee 	L /SY / // 	4'4_5 	rr-, 4 	/1/ 	a p, cl 	(----Aa7z 	
kJ 
	,‘ etc,/ 

--7(-' 116-, 	4 	54/.._ • 	,,,,,-,,,,,f7. 	.7-' 	Iva S. 	a, A.,,,71- 	/530 	1,, 	 .„,, 

cjitt 

a 	ra 	iD 	--/, 	)-h10E&I 	,.. 5 . 	,,, 	j/ii.,?; „ (7----00 	a-f- --frke 	Si 	-,/ 0 --) 

a--(. 	Ita-- d • 	-Ike 	74..,001, Ls 	(--/-4,-, 	if"- i. (/ e.c1 	o v--1 	S . i.:4' 	7L71/e 

c,/ 	44 
/41 m 	 4` .0 	arrhi-- 	u2, 

/5 //if 	tie( s '-/4 pi 	le 	-)/ 	r 	r 	I 	'A 

	

„,i 	Z 31.( 	e) 	(p-olit .e-, 	c., , , 	Au -4 _5- 

	

1 A 	1 0 	4 t k 	).- , 5 0/ vc ,- 	f 11 	
,Li LI ;- 7 	 -e.  

7ro c , e eci 	Li-to 	jib' 	c„ fir.,-, /1.,- 
c/to ,..-i It if. t 0->zi 	 6,.” 	0,.,..„:,.,/ 	14,,,  

H1A j 	1./3. cl yup K"' 4 / 	yo 	c.-3/` I 	'70- 	71-1,,4._ 	,/, ile c,,,ised 

--34,--, 	77,,,,-/- -- a I-AC,/ . 	7I---Q_ 	i ,p77C--",,-c-ic, 76 ,-, 	(Ci f'-CP 	ci"/ 	/(' 3.54 rs 

ey, 	, 	w-/ 

_ 
ct, 

r.1.--- 
JS --------1-______ 

.0 	EXHIBIT 	 11. INITI A. — 	1 STATEMENT 	1I 
, 

PAGE 1 OF 	/ 	PAGES 

4.00ITIONAI PAGES MUST CONTAIN THE HEADING 'STATEMENT OF 	 TAKEN AT 	___ 	BATED 	_ 

:-HE BOTTOM Of EACH ADDITIONAL PAGE MUST REAR THE INITIALS OF THE PERSON MAKING THE SEATEMENT, AND PAGE NUMBER MUST BE BE INDICATED. 

DA FORM 2823, DEC 1998 
	

BA FORM 2023. JUL 72. IS OBSOLETE 
	

USA P X W I C' 1 

01451 
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FILE NUMBER: 	 ?`6 `r to 	
Fro /33 

TAKEN AT I\n1i 	DATED 	'CONTINUED: 
STATEMENT OF 

STATEMENT (Continued) 

76-  i-/ / b6 -e/ 	
AFFIDAVIT  

I, 
	 , HAVE READ OR HAVE HAD READ TO ME THIS STATEMENT 

WHICH BEGINS ow rAt.'m I 'API Ll Cl•ILJO LIPI rpm... . ■ , ,,,_..Y UNDERSTAND THE CONTENTS OF THE ENTIRE STATEMENT MADE BY ME. 

THE STATEMENT IS TRUE. I HAVE INITIALED ALL CORRECTIONS AND HAVE INITIALED THE BOTTOM OF EACH PAGE CONTAINING THE 

AND WITHOUT COER N. HOUT 

I HAVE CIO
MADE THIS STATEMENT FREELY WITHOUT HOPE OF BENEFIT OR REWARD, WITHOUT THREAT OF PUNISHMENT. 

UNLAWFUL INFLUENCE, OR UNLAWFUL INDUCEMENT. 

6,/(Signature of Persoffiataking Statement) 

Subscribed and sworn to before me, a person authorized by law 

	

to administer oaths, this( day of U:1110 	, 20  o -/  

at HO Cripu.:PLY.9 Aftz-do n6/9 
) 	

1 
s- 	

--F?-clq  

7e--eil, &- 
- (Signature of Person Administenng yaw) 

7e-e-/ 

        

(lypea Natiltf 	 , 	-nig oath) 

j3C A) VC' prjj- 
(Auth 	To Administer Oaths) 

 

         

         

         

ORGANIZATION OR ADDRESS 

      

      

WITNESSES: 

ORGANIZATION OR ADDRESS 

INITIALS OF PERSON MAKING STATEMENT b6 	GE 	OF 2 PAGES 

- (..■ A 	C),V(=. (I)0 ud_ 4 
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101 11 • (MA bfv 

Toy. 01.A Lt 	C. 010 ( ■rj 
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AGENT'S INVESTIGATION REPORT 0007-04-C1D259-80133 

CID Regulation 195-1 

PAGE I OF 1 PAGES 
DETAILS 

On 23 Aug 04, this office received the Final Autopsy Report, ME 04-12 pertaining to Mr. Nasef J. IBRAHIM, Compound 

three, Camp Ganci, Abu Ghurayb Prison, Iraq, which revealed the cause of death as Atherosclerotic Cardiovascular 
Disease Resulting in Cardiac Tamponade and the manner of death as Natural. (See Report for details)///LAST ENTRY/// 

SIG, 	 DATE 

23 Aug 04 

IJ t UN!. Y 
	

EXHIBIT 	(7? 
I OCT 95 	 PROTECTIVE MARKING IS EXCLUDED FROM 

AUTOMATIC TERMINATION (Para 13, AR 340-16) 
(When Data Is Entered) 

TYPED AGENT'S NAME AND SEQUENCE NUMBER 

SA 	7C.r r 19
11) -1  

78th MP Det (CID) (FWD), 09342  

CID FORM 94-E 

01457 

DODDOACID 007999 
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Page(s) 

 

• 

   

• 

Referred to: 

U.S. ARMY MEDICAL COMMAND 

FREEDOM OF INFORMATION/ 

PRIVACY ACT OFFICE 

ATTENTION: MCFP 
2050 WORTH ROAD, SUITE 13 

FORT SAM HOUSTON, TEXAS 

78234-6013 

MR. JOHN PETERSON 
John.Petersonl@cen.amedd.army.mil  

(210) 221-7826 

01458 

DODDOACID 008000 
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.ec JAN 04 

FROM: SAC, 12TH MILITARY POLICE DET (CID) 

TO: 	
DIRECTOR, USACRC, USACIDC, FORT BELVOIR, VA 

CDR, 'IOP-COP - CO, FORT BELVIOR, VA 

CDR, 10 7u  MP BN (CID) (ABN) (FWD) //OPS 

CDR, 3D MP GROUP (CID) //OPS// 

AFIP, ATTN: OAFME, ROCKVILLE MD 

PROVOST MARSHAL, 1 ST  ARMORED DIVISION 

OFFICE OF THE STAFF JUDGE ADVOCATE (V CORPS) 

LNO CID, CJTF (FOR FURTHER DISTRIBUTION) 

SUBJECT: CID REPORT - 2 1,1 D STATUS/SST- 0007-04-CID259-90133- 

5H9B/5H9A 

DRAFTER: 	ST  -7C - 1 012 
RELEASER: SA 

UNCLASSIFIED - FOR OFFICIAL USE ONLY 

1.
DATES/TIMES/LOCATIONS OF OCCURRENCES: 

1. 	
JANUARY 2004/1554 HRS - H JANUARY 2004/1600 HRS: 

COMPOUND THREE, CAMP GANC1, ABU GHURAYB PRISON, IRAQ 

2.
DATE/TIME REPORTED: 8 JANUARY 2004, 2004 HRS 

3. INVESTIGATED BY: SA 	) 	- I 	NA 1C-- /) b 24  

'7C7-1  17&-I 	b2-- 

4. SUBJECT: 1. 	NONE [NATURAL DEATH] 

5. VICTIM: 1. 	
IBRAHEIM, NASEF JASEM; 1 JAN 41; M; OTHER; 

COMPOUND THREE, CAMP GANCI, ABU GHURAYH PRISON, IRAQ; Z (NEI) 

[NATURAL DEATH]. 

6.
INVESTIGATIVE SUMMARY: THE INFORMATION IN THIS REPORT IS 

BASED UPON AN ALLEGATION OR PRELIMINARY INVESTIGATION AND MAY 

CHANGE PRIOR TO THE COMPLETION OF THE INVESTIGATION. 

MT'• 	1BRAHE1M': MANNE 

01459 

DODDOACID 008001 

ACLU-RDI 144 p.21ACLU-RDI 144 p.17



DEATH AS ATHEROSCLEROTIC CARDIOVASCULAR DISEASE RESULTING IN 

CARDIAC TAMPONADE. 

THIS OFFICE RECEIVED THE PRELIMINARY AUTOPSY REPORT OF MR. 

IBRAHEIM FROM THE ARMED FORCES INSTITUTE OF PATHOLOGY (AFIP). 

THE AUTOPSY REPORT INDICATED MR. IBRAHEIM'S CAUSE OF DEATH AS 

ATHEROSCLEROTIC CARDIOVASCULAR DISEASE RESULTING IN CARDIAC 

TAMPONADE AND HIS MANNER OF DEATH NATURAL. 

INITIAL REPORT: 

THIS OFFICE RECEIVED A SERIOUS INCIDENT REPORT REGARDING THE 

DEATH OF A PRISONER AT THE ABU GHURAYB PRISON, IRAQ, FROM THE 

10 TH  MILITARY POLICE BATTALION (CID) (ABN) (FWD), BAGHDAD, IRAQ. 

PRELIMINARY INVESTIGATION REVEALED MEDICS WERE SUMMONED TO 

COMPOUND 3, CAMP GANCI, ABU GHURAYB PRISON, TO PROVIDE MEDICAL 

TREATMENT TO A PRISONER WHO WAS UNCONSCIOUS. 

INVESTIGATION DISCLOSED SEVERAL DETAINEES OF COMPOUND 3 BROUGHT 

MR IBRAHEIM TO THE COMPOUND GATE UNCONSCIOUS FROM UNKNOWN 

CAUSES. MEDICS WERE DISPATCHED AND PRONOUNCED MR. IBRAHEIM DEAD 

ON THE SCENE. AT THE WRITING OF THIS REPORT, IT WAS NOT 

DETERMINED IF ANY LIFESAVING PROCEDURES WERE CONDUCTED ON MR. 

IBRAHEIM. 

AN AUTOPSY IS PENDING BY AN ARMED FORCES INSTITUTE OF PATHOLOGY 

(AFIP) MEDICAL EXAMINER AT THE BAGHDAD INTERNATIONAL AIRPORT 

(BIAP), BAGHAD, IRAQ, MORGUE. 

THE CASUALTY LIASON OFFICER (CLO) FOR THIS MATTER IS CW2 -76-6 

SPECIAL AGENT-IN -CHARGE, AT DSN 302-530 -  

INVESTIGATON CONTINUES BY USACIDC. 

7. CID REPORTS ARE EXEMPT FROM AUTOMATIC TERMINATION OF 

PROTECTIVE MARKING IN ACCORDANCE WITH CHAPTER 3, AR 25-55. 

FOR OFFICIAL USE ONLY 

25 

01460 

DODDOACID 008002 
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DATE: 9 JAN 04 

FROM: SAC, 12TH MILITARY POLICE DET (CID) 

TO: 	DIRECTOR, USACRC, USACIDC, FORT BELVOIR, VA 

CDR, ClOP-COP-CO, FORT BELVIOR, VA 

CDR, 10 11 MP BN (C1D)(ABN)(FWD) HOPS/: 

CDR, 3D MP GROUP (CID) //OPSH 

AFIP, ATTN: OAFME, ROCKVILLE MD 

PROVOST MARSHAL, 1 ST  ARMORED DIVISION 

OFFICE OF THE STAFF JUDGE ADVOCATE (V CORPS) 

LNO CID, CJTF (FOR FURTHER DISTRIBUTION) 

SUBJECT: CID REPORT -- INITIAL/SSI- 0007-04-CID259-801 33-5 H 9 B 

DRAFTER: SA 	/ /M - / 
RELEASER: SA 

UNCLASSIFIED - FOR OFFICIAL USE ONLY 

1. DATES/TIMES/LOCATIONS OF OCCURRENCES: 

1. 8 JANUARY 2004/1554 HRS 8 JANUARY 2004/1600 HRS; COMPOUND 
THREE, CAMP GANCI, BAGHDAD CORRECTIONAL FACILITY, ABU GHRAIB, 

IRAQ 

2. DATE/TIME REPORTED: 8 JANUARY 2004, 2004 HRS 

3. INVESTIGATED BY: SA 1---1 ) 19(;-/ 	19  , SA 7C--/ ) 	 b 2- 

4. SUBJECT: 1. NONE 

5.
VICTIM: 1. IBRAHEIM, NASEF JASEM; 1 JAN 41; M; OTHER; COMPOUND THREE, 

CAMP GANCI, BAGHDAD CORRECTIONAL FACILTY, ABU GHRAIB, IRAQ; XZ (NFI) 

[UNDETERMINED MANNER OF DEATH]. 

6.INVESTIGATIVE SUMMARY: THE INFORMATION IN THIS REPORT IS BASED 

UPON AN ALLEGATION OR PRELIMINARY INVESTIGATION AND MAY CHANGE 

PRIOR TO THE COMPLETION OF THE INVESTIGATION. 

-THIS IS AN OPERATION IRAQI FREEDOM INVESTIGATION - 

THIS OFFICE RECEIVED A SERIOUS INCIDEN1 REPORT REGARDING THE DEAI
. H 

OF A PRISONER AT THE BAGHAD CORRECTIONAL FACILITY, ABU GHRAIB 

PRISON. IRAQ. FROM TIIE le l  MILITARY POLICE BATTALION (CID) (ABN) (FWD), 

BAGIIDAD, IRAQ. 

01461 F C; 

DODDOACID 008003 
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PRELIMINARY INVESTIGATION REVEALED MEDICS WERE SUMMONED TO 

COMPOUND 3, CAMP GANCI, BAGHDAD CORRECTIONAL FACILTY TO PROVIDE 

MEDICAL TREATMENT TO A PRISONER WHO WAS UNCONSCIOUS. 

INVESTIGATION DISCLOSED SEVERAL DETAINEES FROM COMPOUND 3 BROUGHT 

MR. IBRAHEIM TO THE COMPOUND GATE UNCONSCIOUS FROM UNKNOWN 
CAUSES. MEDICS WERE DISPATCHED AND FOUND MR. IBRAHEIM UNCONCIOUS 

AND UNRESPONSIVE. NO LIFESAVING PROCEDURES WERE CONDUCTED, AND 

MR. IBRAHEIM WAS IMMEDIATELY TRANSPORTED TO THE MEDICAL 

TREATMENT AREA. AT THE MEDICAL TREATMENT AREA DR. (LTC) -kg, - 

7C--iiia—V-.201-1-1 MILITARY POLICE BATTALION, FOUND MR. IBRAHEIM HAD NO 

HEART RATE, NO RESPONSIVENESS TO DEEP PAIN STIMULATION, AND THE EYES 

WERE DIALATED. AT 1554, 7 JAN 04, DR. 74,'-.4 / 	'RONOUNCED MR. IBRAHEIM 

DEAD AND RELATED THE PRELIMINARY CAUSE OF DEATH WAS CARDIO-

PULMONARY ARREST, AND MANNER OF DEATH WAS NATURAL. DR. 74'' 

ALSO RELATED MR. IBRAHEIM HAD A PRE-EXISTING HEART CONDITION. 

AN AUTOPSY IS PENDING BY AN ARMED FORCES INSTITUTE OF PATHOLOGY 

(AFIP) MEDICAL EXAMINER AT THE BAGHDAD INTERNATIONAL AIRPORT (BIAP), 

BAGHAD, IRAQ, MORGUE. 

THE CASIIALTY LIASON OFFICER (CLO) FOR THIS MATTER IS CW2 

tar-t SPECIAL AGENT-IN-CHARGE, AT DSN 302-530 

INVESTIGATON CONTINUES BY USACIDC. 

7. CID REPORTS ARE EXEMPT FROM AUTOMATIC TERMINATION OF PROTECTIVE 

MARKING IN ACCORDANCE WITH CHAPTER 3, AR 25-55. 

FOR OFFICIAL USE ONLY 

ei 

Fd 

01462 
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/7-  
'-.11q11  

12. 	CID FUNDS ,54( 11. 	OTHER ACTION 

ic- 

('II) FORM 66 

7. CASE NUMBER 

- 	- 	- <u>c)  t 33 

1. DATE 

3. OFFENSE 

l.kA 	 r‘ 

4. SUBJECT 

ir\t 	e- 

2. TuviE RECEIVED 

2-0041 

ASSulmEn TO 

7C/-11e67  

9. TYPE OF ACTION 

C 

5. VICTIM 

!Jo- 	St. 	 ;,3 	 0671,  

3 	 , 	A.( 	f \ 

TYPE SUSPENSE 

10. 	REPORTS 

6. CASE DESCRIPTION 

b J._ I Z 	J 	j LLAIR 	 , --r 	ck-c. 

ACTION 	RQRD COMP!. DATE 	AMOUNT 

CRIMINAL. INFO 

EVIDENCE ClST 

U3 

J ,.11911/1. 
I 

01463 
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Obid-VA 5k1A3 art S plc t7V/AAJ'  

6/4,S CIA SYE-Yie  

4  

1171")(t_Acs: I rk. 	(  

PA)  

01'  r f o,r,r;'1)/p  

by ,  

40_4'4 S.  iq  76,4b& 

SEQUENCE NUMBER 

Viti-1011;01Mnetiri)  

Obtain all documents concerning 

the positive urinalysis 

S t i( 1 ) t 	f)  

All documents marked with 

the ROI or file number  
INVESTIGATIVE STANDARDS 

FOR OF-FICIAI LIRE ONI 

Film submitted for contact shec 

el, 

01464 
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2004, 8 Jan 04 

70,-/ /  

2015, 8 Jan 04 

/ 

1124, 9 Jan 04 

76,-// b4.1 

1300, 9 Jan 04 

hb-/ 

1353, 9 Jan 04 

'7C.- // h&j 

re/ v 5, 
7c-/ /  19k-  / 

AGENT'S ACTIVITY SUMMARY 

(tin R egulation I95-I) 

TIME, DATE, AND AGENT 

Control Number 	 0007-04-CI D259-80133 

SUMMARY OF INVESTIGATIVE  ACTIVITY 

BASIS FOR INVESTIGATION: About 2004, 8 Jan 04, 

this office received a Serious Incident Report 

(SIR) from the CID Liaison Of ficer, V Corps, 

Baghdad, Iraq indicating an Iraqi detainee died 

while under the custody of Coalition Forces at Abu 

Ghurayb Prison, Abu Ghurayb, Iraq. 

SA 767-1/ a-/ coordinated with SA 
Xiiii:96-/ Abu Ghurayb 

Prison, requested assistance with the particulars 

of the death scene or if there was a death scene. 

Coordinated with SA 7e-ii it,y who related Mr. IBRAHEIM 

was brought to the Compound 3 gate by other 

detainees unconscious. SA -;0-//1t.—/ - elated medics 

were dispatched to the scene where they pronounced 

Mr. IBRAHEIM dead. SA 7e-/ / b6,11 celated he had 

conducted initial interviews of personnel on sight, 

medics, and doctor who pronounced Mr. IBRAHEIM 

dead. SA 7C-//47b .-/ irther related he would forward 

the finished AIR of all activity completed through 

SIPER Net. 

Drafted Initial Report. 

To SAC for review/dispatch. 
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AGENT'S ACTIVITY Su iviWIARY 	
Control Number 	

.J7-04-CID259-80133 

(cm Regulntiofl  195-I) 
SUMNIARY OF INVESTIGATIVE AC'TIVITY  J 

0945, 2 FEB 04 

, 

DISTRO TO CRC, BN OPS, 32O MP BN, AFIP, FILE 
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CLOSED FILE COVER SHEET 

INFO REPORT 	
SEQ 

FILE TYPE (circle one):  

FILE SEQUENCE NUMBER: UV0 7
1--  6 q-C(P 	) 33 

"MEANINGFUL" INVESTIGATIVE 
ACTIVI'T'Y:

DATE OF LAST  

SUBJECT STATUS (circle one): 	
KNOWN 

DROP DEAD DATE FOR DISTRO: 

CASE TRACKING: 

1 s1  TURN-IN 	21\10  TURN-IN 

(% <_.171-7,/ t2 	,),t9 003  

3" TURN-IN 

ce 1-AYAW 
AGENT 

TC 

SAC 

EV ID 

ADMIN 

Juouu(18 
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DEPARTMENT OF THE ARMY 
) MILITARY POLICE BATTALION (t 

UNITED STATES ARMY CRIMINAL INVESTIGATION COMMAND 

BIAP, IRAQ APO AE 09342 

CIMPL-ZA 
	

19 May 04 

MEMORANDUM FOR Commander, USACIDC, ATTN: CIOP-COP-OP, 6010 6 th  St., 

Fort Belvoir, VA 22060 

SUBJECT: RFI (0212-04-CID001) 

1. The review of ROI # 0007-04-CID259-80133 determined the investigation was 

operationally sufficient and was administratively insufficient. A supplemental ROI needs 

to be submitted upon receipt the final autopsy report. 

2. The review disclosed the following deficiencies. The investigation did not conduct a 

crime scene examination or explain why such an examination was not conducted. The 

investigation did not conduct interviews of those witnesses who found the victim and 

took his body to the military police guards. There was no effort made to interview the 

alleged brother and son of the victim who were reportedly present at the prison at the time 

of death. The Final Report of Investigation (ROI) inappropriately contains the caveat for 

initial reports where the report is a preliminary investigation and may change prior to 

completion of the investigation. The investigation has not yet received the final autopsy 

report. 

3. The point of contact is the undersigned at ic- -1 / b6 	ijus.arn 	, DNVT (302) 

584- 

1 1 t&- / t&- 

YV 	LYLI 

Special Agent 

FOR OFFICIAL USE ONLY 
	

Arglor; 9 

01471 
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W02 12THMP CID DET 

Internet Mail Delivery [postmaster@us.army.smil.mil ] 

Friday, January 09, 2004 7:37 PM 

1C-

"I it9L,1 @c5main.hq.c5.army.smil.mil  

Delivery Notification: Delivery has been successful 

From: 

Sent: 

To: 
Subject: 

itzrr 

ATT321750.TXT ATT321751.TXT This report relates to a message you sent with the following 

header fields: 

Return-path: 	1/0  @c5main.hq.c5.army.smil
.mil >  

Return-path: < 	
3c5main.hq.c5.army.smil.mil > 

Delivery-receipt-to: /6-1 	
hq. c5 . army. smil .mil  

Received: from ims-ms-daemon.akosmail.us.army.smil.mil 
 by 

akosmail.us.army.smil. mil  
(iPlanet Messaging Server 5.1 HotFix 1.4 (built Aug 5 2002)) 

id <OHR8OODOIE639R@akosmail.us.army.smil.mil
> 

(original mail from 1C-'1(04 c5main.hq.c5.army.smil.mil
); Fri, 

9 Jan 2004 11:37:15 -0500 (EST) 
Received: from c5mainexch2.c5main.hq.c5.army.smil.mil 

 

(akosmail [199.56.141.24]) by a kosmail.us.army.smil.mi
l  

(iPlanet Messaging Server 5.1 HotFix 1.4' (built Aug 5 2002)) 

with ESMTP id <OHRBOOBEDE5B95@akosmail.us.army.smil.mil
›; Fri, 

09 Jan 2004 11:37:12 -0500 (EST) 
Received: by c5mainexch2.hq.c5.army.smil.mil 

 with Internet Mail Service 

(5.5.2657.72) 	
id <CJAJ35YL>; Fri, 09 Jan 2004 19:36:34 +0300 

Content-return: allowed 
Date: Fri._09 Jan 2004 19:36:19 +0300 

From: ' 	00 -1 	'02 12THMP CID DET" 	
@c5main.hq.c5.army.smil.mil > 

Subject: 0007-04-CID259-80133 DETAINEE UNDETERMINED MANNER OF DEATH 

To: "(PIT) (CID) "CW2 	'-/C
-1  10t7 	(E-mail)" 

us.army.smil.mil >, 1C-  0bCW4 CJTF7-OPS 

131  b4? 	

1"1/2&-1(E-mail)" 
6  

1c5main.hq.c5.army.smil .mil >, 

 "ATTN: CW3 le--1 kge - i (E-mail) (E-mail)" 

<CIDOO1DCSOPSOPS2SC@SBELVO
IRDMS.ARMY.SMIL.MIL >, 

 '7e4/AE5CM-PMO"MAJ 76-4,191,1(E-mail)" 

<C5CMPLNSPM0@c5main.hq.c 5.army
.smil.mil >,  

"'CID DCSOPS OPS1(s)' (E-mail)" <CIDDCSOPSOPSl@SBELVOIRDMS.ARMY.SMIL.MIL
>, 

"'CID001 USACIDC CAC BELVOIR(sc)' (E-mail)" 

<CIDOOlUSACIDCCACBELVOIRSC@SB
ELVOIRDMS.ARMY.SMIL.MIL >,  

"Cid001crcsc (E-mail)" <cid001crosc@sbelvoirdms.army.smil.mil
>, 

"CPT , 14%-libt7-/ 	E-mail)" 	16-11igl'1 
	

)c5main.hq.c5.army.smil.mil >, 

W3 CJTF7-HOPS 7C.: - /// (E-mail)' 

1c5main.hq.c5.army.smil.mil >,  

76
-6 I3& 

MAJ CJTF7-SJA OPERATIONAL LAW ATTORNEY i'etti(E-mail)" 

3c 5main.hq.c5.army.smil.mil >, 

CW5 CJTF7-Field Ops. Officer R''It k,‘-4 1E - maal)" 

<K. I,bE 	@us.army.smY 

W1 	
MP BN LOGSEC (V-marH1>" 

3SC CJTF7 - C1D NCO" 	
4 

1,o1 I 	:AD PHO) 

DMAIN.P1A.C5.ARM Y .SMI L.MIL ,  

qe. 4 i 0C- 

Hmai r.tm. 5 . army . smi I 	
-- 

-7C 

 K)1?:;  

-/ 	.m, 

c5main.hg. c 5 . army . smi 1 mi 1> 

014'72 

DODDOACID 008014 
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Message - id: 

<C950ABFC2CCA9645AE62COA8
50 DC 4 F

8112C4E8@c5mainexch3.c5main.hg.75.army.smil.mi1> 

 M1ME-version: 1.0 	
(5.5.2657.721 	

doc" X-Mailer: Internet Mail Service 
Content-type: application/msword; name="Initial 0007-04.  

Content-transfer-encoding: base64 
	

"Initial 0007-04.doc" 
Content-disposition: attachment; filename-  

message has been successfully delivered to the following recipients: 

Recipient address: ,JA.,t 	
t@us.army.smil.mil  

Original address: - /L/  /11J'-' 	
@us.army.smil.mil  

: Message successfully delivered 
Reason 
Recipient address: v 

 „, 
@us.armY.smil.mi l 

 Original address: 
Reason: Message successfully delivered mil 

Recipient address: 
us.army.smil.  

lus.army.smil.mil  

Original address: 
Reason: Message successfully delivered 

0 0 0 G 	A 

2 

DODDOACID 008015 
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From: 
Sent: 
To: 
Subject: 

WO2 12THMP CID DET 

System Administrator [postmaster@SBELVOIRDMS.ARMY.SMILMIL] 

Friday. January 09, 2004 7:26 PM 

/iv 	Dc5main.hq.c5.army.smil.mi 1  
Delivered: 0007-04-CID259-80133 DETAINEE UNDETERMINED MANNER OF D EATH 

0007-04-CID259 -80  

133 DETAINEE... <<0007-04-CID259-80133 DETAINEE UNDETERMINED MANNER OF DEATH>> Your message 

To: 	(CID) 	
'CW3 .--/c_j ;,, 	E-mail); le-iabv-/ CW4 CJTF7 -OPS 

o: 	(PI 
(E-mail); ATTN: CW3 / tit", 
	(E-mail) (E-mail); 7c-iihd'5CM-PMO' 

7(.1  I i M,Of 	(E-mail); 'CID DCSOPS OPS1(s)' (E-mail);_
.  'CID001 USACIDC CAC 

BELVOIR(sc)' (E-mail); Cid001crcsc (E-mail) CPT 
	-74----//kx,-/ 	E-mail) 

le -4 11.2WW3 CJTF7-AOPS -7(1,—Iik" e-mail); -X- 1/1ii:-/ MAJ CJTF7-SJA OPERATIONAL 

LAW ATTORNEY 	
E-mail); /0-1/t 	

WS CJTF7-Field Ops. Officer 7C-ii k i/ 

(E-mail); -1 	
C6 

(L, I, //Q.' (E-mail); 
/600 -/ 	:144 10TH MP BN LOGSEC 

(E-mail); 	
3SG CJTF7 -CID NCO; 	LTC r7C-- ill (1AD PM()) 

(E-mail); 	:.1,
14 CJTF7-OPERATIONS McCalister (E-mail); SAC 

	-7 	k76-1  

(E-mail); 	7C-1/196-/ 	
:W3 CJTF7-CID OPS Officer 

Subject: 0007-04-CID259-80133 DETAINEE UNDETERMINED MANNER OF DEATH 

Sent: 	
Fri, 9 Jan 2004 16:36:19 -0000 

was delivered to the following recipient(s): 

CID001 DCSOPS OPS2(sc) on Fri, 9 Jan 2004 1.6:26:04 -0000 

MSEXCH:MSExchangeMTA:SBE
LVOIRDMS:KSHCHLO8  

CID DCSOPS OPS1(s) on Fri, 9 Jan 2004 1.6:26:04 --0000 

MSEXCH:MSExchangeMTA:SBE
LVOIRDMS:KSHCHLO8  

C1D001 USACIDC CAC BELVOIR(sc) on Fri, 9 Jan 2004 16:26:04 -0000 

MSEXCH:MSExchangeMTA:SB
ELVOIRDMS:KSHCHLO8 

 CID001 CRC(sc) on Fri, 9 Jan 2004 16:26:04 -0000 

MSEXCH:MSExchangeMTA:SB
ELVOIRDMS:KSHCHLO8  

4; 

014' 

DODDOACID 008016 

ACLU-RDI 144 p.6ACLU-RDI 144 p.32



From: 

Sent: 

To: 
Subject: 

- 
W02 I2THMP CID DET 

CW2 1C,-/ /0 -1 	(PIT) (CID) --/C4/ 6 -/ Sus.army.smil.mil] 

Friday, January 09, 2004 4:51 PM 

-7C-(4 is  : - -'I V012 12THMP CID DET' 

Detainee Death AIR 

AIR-Death.doc 

W-  q, loh-y 

Here is the AIR we did concerning the detainee that died on 8 Jan 04. We 

did not obtain swrn ttements from any involved. From all accounts, it 

appears that this

o  wass aa natural death (Heart Attack). If you need anything 

else, just let me know. 

SA /c4 

ut;l. 	1 3 

01475 

DODDOACID 008017 
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Original Message 	 
/1j190 - t/ :PT OTF7-3RD MP CID 

Thursday. January 08, 2004 7:53 PM 

7C-(1, 174.- I/ '02 1211-1MP CID DET 

RN: (U) SIR - Prisoner Death 

CJA.I■kl-) 1)  

\C°  - 
From: 

Sent: 

To: 

Subject: 

FYI 

From: 
Sent: 
To: 
Subject: 

756 V WO2 12THMP CIU DET  

/2 " --1 '02 12THMP CID DET 

Thursday, January 08, 2004 8:04 PM 

(PIT) (CID) "CW2 	/7 b6-/ 
FW: (U) SIR - Prisoner Death 

16;4, bb 

„Th 	
- 

.•(,)\ \-1-  

1601:;--1 

I'll get guys 
on this telephonically for now, but can you take a look into the particulars of the death scene, if any? Really, all 

I need is the death scene se • es "if' it s 	
Ils like anything suspicious. Our guidance in non-suspicious prisoner deaths 

(ie. cardiac arrest) is to repo "t SSI Only. hanks. 

r\\)■- 	N 

104,  / 
CPT, MP 
52/S3, 10th MP BN (CID)(ABN) 

DNVT 584. 
DSN 318-453• 

	Original Message 

From: 	 7C. -41, /A' SI" 'SG CJTF7-CID NCO 

Sent: 	 Thursday. January 08, 2004 8:51 AM 

To: 

	

	 -7e..- 414,4 it-  CW3 CJTF7-A0Pc• 

CW5 CJTF7-Field Ops. Officer; 
MA) OTF7-3rd MP (CID) SrA• 

Maj (10TH MP BN CID XO); 

Subject: 	AN: (U) SIR - Prisoner Death 

All, 
FYI.  

SSG 1C--46 b44-  

CW4 OTF7-OPS: 

dr/ 
CW2 OTF7-FSO; 

CPT OTF7-CID LNO; 

;FC OTF7-BN OPS NCO 

.TC (10TH MP CID BN CDR): 

Thf/ .:W4 10TH MP BN LOGSEC; 

CPT CJTF7-3RD MP CID; 

Classification: UNCLASSIFIED//FOR OFFICIAL USE ONLY 

SIR 08JAN04 
'risoner Death.doc.. 

414:), 

1 

011 -A,-; 

r4 
\ N 'C)N

\N 

DODDOACID 008018 
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	41111111•1111MINI 7e- *-- (4  NO2  12THMP CID DET 

From: 
Sent: 
To: 
Subject: 

1()14 CPT CJTF7-3RD MP CID 

Thursday. January 08, 2004 7:53 PM 
102 12THMP CID DET 

FW: (U) SIR - Prisoner Death 

FYI 

7e -1 1 )90-1  
CPT, MP 
S2/S3, 10th MP BN (CID)(ABN) 

DNVT 584• 
DSN 318-453- 

	Original Message 

From: 	 7C--/ I 6%4 SSG CTTF7-CID NCO 

Sent: 	 Thursday, January 08, 2004 8:51 AM 

CW5 CJTF7-Field Ops. Officer; 	/ h , 

e -/ CPT 

CW2 CJTF7-FSO; 	.... 	rW4 10TH MP BN LOGSEC; —,, c .r ...,/ ./ 7/ 

MA] 	

LTC (101}I MP CID BN CDR); 
To: 	 7C-fi 1 1 CW3 CJTF7-A0Pc• 	 CW4 CJTF7-OPS; 

Maj (10TH MP BN CID XO); 	 FC OTF7-BN OPS NCO 	

/ 	:PT CITF7-3RD MP CID; 	f  / ."'" 1  
CJTF7-3rd MP (CID) 53: 	-iio 	CJTF7-CID LNO;  

Subject: 	FW: (U) SIR - Prisoner Death 

All, 
FYI 

SSG 704/ 1,0-/ 

Classification UNCLASSIFIED//FOR OFFICIAL USE ONLY 

SIR 083AN04 

›risoner Death.doc.. 

. 	 ( 5 
1 

DODDOACID 008019 
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Page(s) 

Referred to: 

U.S. CENTRAL COMMAND 
7115 SOUTH BOUNDARY BLVD 

ATTN: CCJ6-DM 
MACDILL AIR FORCE BASE 

FLORIDA 33621-5101 

MS. JACQUELINE SCOTT 

scottj@centcom.smil.mil   

(813) 827-5341/2830 
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MP CID DET le. - Li /  ix,3- -  Y- 	WO2 12T 
,,,,,,,,,,,,,,,,,,,,,I.,. .,11,,,,,, 	

:,,:::_,,,,, 

From: 	 -;k!.- -  c-r i 1.2.4,-, `4. . 	7,V\14 CJTF7-OPS 

Sent: 	
- Thursday, January 08, 2004 8:09 PM 

To: 	
4ID DMAIN 43MP DET; 87th-CID; 	

(6us.army.smil.mil ; CVV2 

, 
	CW2 Detachment CDR; 

(PIT) (CID);  
CW2 CFLCC/3A-FWD 44 MP DET; 

CW4 10TH MP BN LOGSEC, 	-7( 

Cc: 

Subject: 

An ROI will be initiated on all detainee deaths and a AFIP autopsy will 

be conducted. 

This Hqs will make the AFIP notification 

ht; -I 
CW4, MP 
Operations Officer 

ye- 
Detainee Deaths 

014%?” 
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MIAC 

STRATEGIC REPORT 

11-28-2008 

Anarchist Movement 
 
 

This Strategic Report analyzes the Anarchist Movement and related Anarchist activities.  The majority of this in-
formation is open source and can be located in many anarchy related websites.  RECIPIENTS ARE REMINDED 
THIS DOCUMENT IS A STRATEGIC REPORT; THE INFORMATION THEREIN SHOULD NOT SERVE AS THE 
BASIS FOR FURTHER INVESTIGATIVE ACTIVITY. 
 

History 

The first known usage of the word Anarchy appears in the play “Seven Against Thebes” by Aeschylus dated at 
467 BC.  The heroine, Antigone openly refuses to abide by the rulers' decree to leave her brother Polyneices' 
body unburied, as punishment for his participation in the attack on Thebes.  In this context, anarchy is referenced 
as a refusal to abide by government decree. 
 
According to Harold Barclay (a professor in anthropology and notable writer in anarchist theory), long before 
anarchism emerged as a distinct perspective, human beings lived for thousands of years in societies without gov-
ernment.  It was only after the rise of hierarchical societies that anarchist ideas were formulated as a critical re-
sponse to and rejection of coercive political institutions and hierarchical social relationships. 
 
Thomas Jefferson spoke of his respect for a society with no government.  "The basis of our governments being 
the opinion of the people, the very first object should be to keep that right; and were it left to me to decide whether 
we should have a government without newspapers or newspapers without a government, I should not hesitate a 
moment to prefer the latter.  But I should mean that every man should receive those papers and be capable of 
reading them. I am convinced that those societies (as the Indians), which live without government, enjoy in their 
general mass an infinitely greater degree of happiness than those who live under the European governments. 
 
Anarchists played a role in many of the labor movements, uprisings, and revolutions of the late 19th and early 
20th centuries, including the Russian Revolution (1917).  In the United States, many new immigrants were anar-
chists; an especially notable group was the large number of Jewish immigrants who had left Russia and Eastern 
Europe during the late 19th and early 20th centuries.  These groups were disrupted by the Red Scare of 1919.  A 
period in which there existed strong anti-communist feelings in the US. 
 
On 16 September 1920, at about noon time, in New York City, New York, a 
timed improvised explosive device (IED) exploded in the back of a horse 
drawn wagon at the corner of Wall Street and Broad Street in front of the 
J.P. Morgan building and Assay Office, killing between 38 and 40 civilians, 
injuring between 300 and 400 others, and causing extensive damage to 
several nearby vehicles and buildings.  The American Anarchist Fighters 
claimed responsibility, but no arrests were ever made. 
 
A surge of popular interest in anarchism occurred during the 1960s and 
1970s.  In the UK this was associated with the punk rock movement; the band Crass is celebrated for its anarchist 
and pacifist ideas; of note is also the Sex Pistols' hit "Anarchy in the UK" In Denmark, the Freetown Christiania 
was created in downtown Copenhagen. The housing and employment crisis in most of Western Europe led to the 
formation of communes and squatter movements like the one still thriving in Barcelona, Spain. 
 

Anarchist Ideology 

   Matt Blunt   Mark S. James James F. Keathley Van Godsey 
   Governor    Director, DPS    Colonel, MSHP        Director, MIAC 

PROTECTIONS E RV ICE
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UNCLASSIFIED/FOR OFFICIAL USE ONLY  (U//FOUO) 

There are many different ideologies that an anarchist may follow.  Although there may be a number of differences, 
they all contain the same central belief.  Anarchism is the idea that government (the state) is unnecessary and 
harmful.  Anarchy is society without government.  Anarchists are people who desire to live in a society without ru-
lers as their ancestors once did.  The main belief is that the community in which they live be dependant only upon 
itself.  People who believe in government (such as liberals, conservatives, socialists and fascists) are known as 
"statists".  Anarchism opposes all forms of hierarchical control. 
 
The terms “anarchism” and “anarchy” are often confused in their meaning.  When most people think Anarchist, 
they think of the chaotic Molotov cocktail throwing teenager (which grew out of the Anarcho-Punk persona) or 
ALF/ELF members (Animal Liberation Front and Earth Liberation Front - Eco-Anarchism, Green Anarchism, or 
Anarcho-Primitivism ideologies).  Although there are a few direct action radical sub-groups not all believe in vi-
olence.   
 

Anarcha-Masculinism 
Anarcha-Masculinism is a set of social philosophies that focus on the rights and experiences of men.  Masculin-
ism is sometimes confused with patriarchy (structuring of society on the basis of family units where fathers have 
primary responsibility for the welfare of, hence authority over, their families) while its main goal is to compliment 
male feminism and to provide a way to show inequalities present in today’s system.  Some of their campaigns in-
clude: draft resistance (in the majority of countries males are drafted instead of females), breaking the taboo 
around male adult virginity, acceptance of sensitivity of males (in many cultures it is assumed that “men don’t 
cry”), and more equally shared parental responsibility with children i.e. paternal leave.  
 

Anarcha-Feminism 

Radical feminism supports the belief that patriarchy is a fundamental problem 
in our society.  Feminist Anarchism, or Anarcha-Feminism a term created 
during second-wave feminism, views patriarchy as the first manifestation of 
hierarchy in human history; thus, the first form of oppression occurred in the 
dominance of male over female.  Anarchist feminism appears in individualist 
and collectivist forms, with individualist forms having most adherents in the 
United States, while in Europe anarchist feminism has had more emphasis on 
collectivism.  Symbol is a pink (feminism) and black (anarchist) flag. 
 

 

Anarcho-Communism 

Anarcho-Communism, or Libertarian Communism, is a political ideology 
related to Libertarian socialism.  Anarcho-communism stresses the abolition of 
money and the introduction of the gift economy (an economic system in which 
goods or services are given, rather than traded) to facilitate the exchange of 
goods.  
 
In Anarcho-Communism, profit no longer exists. Goods are given away as gifts 
in the faith that others will also give products back (in an industrial setting, this 
would occur between worker syndicates as well as between individuals).  If 
one syndicate does not share their products, they will not receive resources 

from other syndicates, making it in their best interest to share.  Anarcho-Communism also advocates the abolition 
of work in the sense of wage slavery, and recommends worker self-management to improve working conditions, 
increase efficiency, and make working enjoyable.  Symbol is a red (communist) and black (anarchist) flag. 
 

Anarcho-Syndicalism 

 
Anarcho-Syndicalism is the Anarchist wing of the labor union movement.  Its 
primary aim is the end of the wage system.  Their basic principals are work-
ers’ solidarity, direct action, and self-management.  Anarcho-syndicalists be-
lieve that only direct action—that is, action concentrated on directly attaining a 
goal, as opposed to indirect action, like electing a representative to a govern-
ment—will allow workers to liberate themselves.  The Industrial Workers of 
the World, a once-powerful, still active, and again growing labor union, is con-
sidered a leading part of the anarcho-syndicalist philosophy in the United 
States. 
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Anarcho-Primitivism 

Anarcho-primitivism is an anarchist critique of the origins and progress of 
civilization.  Primitivists argue that the shift from hunter-gatherer to agricul-
tural subsistence gave rise to social stratification, coercion, and alienation. 
They advocate a return to non-"civilized" ways of life through deindustrializa-
tion, abolition of division of labor or specialization, and abandonment of 
technology. There are, however, numerous other non-anarchist forms of pri-
primitivism, and not all Primitivists point to the same phenomenon as the 
source of modern, civilized problems.  Anarcho-Primitivists are often distin-
guished by their focus on the process of achieving an untamed state through 
"rewilding".  Rewilding is about “overcoming” human domestication and re-

turning to the innate wildness.  Though often associated with primitive skills and learning knowledge about wild 
plants and animals, it emphasizes primal living as a holistic reality.  Rewilding is most associated with Green 
Anarchy and anarcho-primitivism.  Symbol is a lighter green over black flag. 
 

Green Anarchism 

Green Anarchism puts an emphasis on environmental 
issues.  Some green anarchists can be described as 
Anarcho-Primitivists and sometimes Anti-Civilization 
Anarchists, though not all Green Anarchists are Primitiv-
ists. 
 
Many Green Anarchists choose to focus not on philo-
sophical issues for a future society, but on 
the defense of the earth and social revolu-
tion in the present.  Resisting systems in the 

present, and creating alternative, sustainable ways of living are often deemed 
more important than frivolous protesting. 
 
Most Green Anarchists hold their ideals passionately and some engage in direct 
action.  Organizing themselves through groups like Earth First!, Root Force, or 
more drastically, the Earth Liberation Front (ELF), Earth Liberation Army (ELA) 
and Animal Liberation Front (ALF). They may take direct action against what they see as systems of oppression, 
such as the logging industry, the meat and dairy industries, animal testing laboratories, genetic engineering facil i-
ties and, more rarely, government institutions. 
 
Such actions are normally, though not always, non-violent. Though not necessarily Green anarchists, activists 
have used the names Animal Rights Militia, Justice Department and Revolutionary Cells among others, to claim 
responsibility for openly violent attacks.  Symbol is a darker green over black flag. 
 

Eco-Anarchism 

Eco-Anarchism combines older trends of primitivism, bioregional democracy, feminism (as eco-feminism), pacif-
ism, secession, and intentional community.  It is the dedication to these ideals that distinguish it from the more 
general Green anarchism, which sees a continuing role for global institutions and global definitions of fairness and 
safety.  In general, eco-anarchists reject the common notion of humanity as a whole and human dignity in particu-
lar.  What differentiates the eco-anarchist from the primitivist is this focus on the village and its social capital, as 
opposed to technology and its acceptance or rejection.  Eco-Anarchism is largely a North American movement.   
 

Christian Anarchism 

 
Christian Anarchism is the belief that there is only one source of authority 
to which Christians are ultimately answerable, the authority of God as em-
bodied in the teachings of Jesus.  Christian Anarchists feel that “earthly” au-
thority such as government, or the established church do not and should not 
have power over them.  Christian Anarchists are pacifists and oppose the 
use of all physical force, both proactive and reactive.  Christian anarchists 
have opposed war and other “Statist” aggression through nonviolent tax re-
sistance.  Many Christian Anarchists were vegetarian or vegan. 
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Associated Concepts 

 

Anarcho-Punk 

Anarcho-punk is a faction of the punk subculture that consists of bands, groups and individuals promoting anar-
chist politics.  Although not all punks support anarchism, the ideology has played a significant role in the punk 
subculture, and punk has had a significant influence on the expression of contemporary anarchism. 

 

       
 
Anarcho-Punk involves the cooperation of various forms of anarchism.  Some Anarcho-Punks are Anarcha-
Feminists, while others are Anarcho-Syndicalists.  The Anarcho-Punk band “Psalters” has an affiliation with Chris-
tian Anarchism.  CrimethInc. (a decentralized Anarchist collective composed of autonomous cells who also pub-
lish a number of magazines/books) is strongly connected to the Anarcho-Punk movement.  Many Anarcho-Punks 
are supporters of issues such as animal rights, racial equality, anti-heterosexism, feminism, environmentalism, 
worker's autonomy, the anti-war movement, and the anti-globalization movement. 
 
Some anarcho-punks are “straight edge”, claiming that alcohol, tobacco, drugs and promiscuity are instruments of 
oppression and are self-destructive because they cloud the mind and wear down a person's resistance to other 
types of oppression.  Some crust punks also condemn the waste of land, water and resources necessary to grow 
crops to make alcohol, tobacco and drugs, forfeiting the potential to grow and manufacture food.  Some may be 
straight edge for religious reasons, such as in the case of Christian, Muslim, Buddhist, or Hare Krishna anarcho-
punks. 
 
Anarcho-punks universally believe in direct action, although the way in which this manifests itself varies greatly. 
Despite their differences in strategy, anarcho-punks often co-operate with each other.  Many anarcho-punks are 
pacifists and therefore believe in using non-violent means of achieving their aims.  These include peaceful pro-
test, refusal to work, squatting, economic sabotage, dumpster diving, graffiti, culture jamming, ecotage, freegan-
ism, boycotting, civil disobedience, hacktivism and subvertising.  Some anarcho-punks believe that violence or 
property damage is an acceptable way of achieving social change.  This manifests itself as rioting, vandalism, 
wire cutting, assault, hunt sabotage, participation in Animal Liberation Front- or Earth Liberation Front-style activi-
ties, and in extreme cases, bombings.  Many anarchists dispute the applicability of the term "violence" to describe 
destruction of property. 
 
Anti-Racist Action 

Anti-Racist Action Network (ARA) is a decentralized network of anti-fascist and 
Anti-Racist Activists.  ARA activists organize actions to disrupt neo-nazi and 
white supremacist groups and help to organize resistance mainly to fascist and 
racist ideologies.  ARA groups also oppose sexism, homophobia, heterosexism, 
anti-semitism, and anti-abortion activists.  They are sometimes seen to be "Red" 
or Communist, particularly by detractors, however; the network includes a large 
number of anarchists. 
 
ARA started in Minneapolis, Minnesota in 1987. Since then it has expanded to 
different communities, countries and continents.  Members of Love and Rage, a 

revolutionary anarchist organization played a major role in building ARA groups and the ARA Network in the 
1990s. They are sometimes associated with the Skinhead and Punk subcultures and work with organizations 
such as Skinheads Against Racial Prejudice (SHARP).  
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Black Bloc 

A black bloc is an affinity group of individuals that 
come together during some sort of protest, demon-
stration, or event involving class struggle, anti-
capitalism, or anti-globalization, and wear all black 
(we saw a number of them in both the RNC and 
DNC 2008 protests recently).   Black clothing and 
masks are used to make the bloc appear to be one 
large mass, promote solidarity, create a clear revolu-
tionary presence (usually associated with anarchism, 

sometimes also with communism), and also to avoid being identified by authorities.  
There is a mistaken belief, especially among the mainstream news media, that the 
"Black Bloc" is an international organization of some kind, when in fact it is nothing 

more than a tactic used by a subset of demonstrators.  There may be several black blocs within a particular pro-
test, with different aims and tactics.  As an ad hoc group, they share no universally common set of principals or 
beliefs; however, black blocs that have formed in the past have been made up largely of anarchists, but can in-
clude many other anti-capitalist groups.  Like all affinity groups, they are based on common trust between those 
involved, and usually share a common goal such as blocking delegates from entering a trade meeting, and a mu-
tual understanding of shared tactics. 
 

Copwatch 

Copwatch is a network of United States volunteer organizations that "police 
the police".  Copwatch groups usually engage in monitoring of the police, vi-
deotaping police activity, educating the public about police misconduct, and 
advocating for more accountable law enforcement practices. 
 
The main function of most Copwatch groups is monitoring police activity. 
"Copwatchers" go out on foot or driving patrols in their communities and vi-
deotape interactions between the police and civilians. Some groups also pa-
trol at protests and demonstrations to ensure that the rights of protesters are not violated by police officers.  Cop-
watch organizations generally abide by a policy of non-interventions with the police, although this may not be true 
for all groups.  The anarchist ran Infoshop News published the new “Copwatch 101” booklet found at the fo llowing 

address http://news.infoshop.org/article.php?story=04/04/06/6676838. 

 

Closing 

 
The MIAC is aware of a number of anarchist networks within Missouri.  With their past clashes with the white su-
premacist movements in our area, we believed it to be important for all Law Enforcement officers to be aware of 
the many ideologies and splinter groups that are present within the anarchist movement.  Although they have not 
all been listed, we believe the groups discussed pose a significant domestic terrorist treat at this time. 
 
Although it is important to know the ideologies and motives for these groups, it is essential to realize that most 
anarchists operate either as lone wolves, in small cells (3-4 members), or can, at times, rally as anonymous 
mobs.  Identification and interrogations can be difficult because most, if not all, members who participate in direct 
action are well aware of their rights and are informed not to speak to officers when questioned. 
 
MIAC always welcomes comments on these intelligence products, and encourages all Law Enforcement agencies 
to submit suggestions for future MIAC strategic intelligence.  Suggestions and/or comments may be sent to Crim-
inal Analyst Andrew.Gaffke@mshp.dps.mo.gov or Deputy Director Greg.Hug@mshp.dps.mo.gov. 
 

 
 

 
 

Division of Drug & Crime Control, P. O. Box 568, Jefferson City, MO 65102-0568 

Phone:  573-751-6422     Toll Free: 866-362-6422     Fax:  573-751-9950 
MIAC DISCLAIMER:  All information contained in this newsletter should be considered LAW ENFORCEMENT SENSITIVE.  Further distribution of information in this newsletter is restricted to law enforcement officers 
and agencies, intelligence agencies, and Department of Defense organizations only, unless prior approval is obtained from the published source.  NO REPORT OR SEGMENT THEREOF MAY BE RELEASED TO ANY 
MEDIA SOURCES.  Civil and criminal penalties may exist for misuse, and persons or organizations violating this policy will be removed from all distribution lists.  The information herein may not be MIAC originated 

intelligence unless noted.  Therefore the annotated originated agencies in the newsletter should be contacted for the sources and reliability of information. 
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cat file -pipe-
echo "" | sed 's/a/1/g' | sed 's/b/2/g' |
sed 's/c/3/g' | sed 's/d/4/g' | sed 
's/e/5/g' | sed 's/f/6/g' | sed 's/g/7/g'
| sed 's/h/8/g' | sed 's/i/9/g' | sed 
's/j/10/g' | sed 's/k/11/g' | sed 
's/l/12/g' | sed 's/m/13/g' | sed 
's/n/14/g' | sed 's/o/15/g' | sed 
's/p/16/g' | sed 's/q/17/g' | sed 
's/r/18/g' | sed 's/s/19/g' | sed 
's/t/20/g' | sed 's/u/21/g' | sed 
's/v/22/g' | sed 's/w/23/g' | sed 
's/x/24/g' | sed 's/y/25/g' | sed 
's/z/26/g' | sed 's/A/27/g' | sed 
's/B/28/g' | sed 's/C/29/g' | sed 
's/D/30/g' | sed 's/E/31/g' | sed 
's/F/32/g' | sed 's/G/33/g' | sed 
's/H/34/g' | sed 's/I/35/g' | sed 
's/J/36/g' | sed 's/K/37/g' | sed 
's/L/38/g' | sed 's/M/39/g' | sed 
's/N/40/g' | sed 's/O/41/g' | sed 
's/P/42/g' | sed 's/Q/43/g' | sed 
's/R/44/g' | sed 's/S/45/g' | sed 
's/T/46/g' | sed 's/U/47/g' | sed 
's/V/48/g' | sed 's/W/49/g' | sed 
's/X/50/g' | sed 's/Y/51/g' | sed 
's/Z/52/g' 
>>out5150insanegetgassedwithvxcuntboy.txt
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EXTERNAL INTELLIGENCE NOTE 
Terrorism Explosive Device Analytical Center 

17 November 2015 

 

 

(U//LES) Suicide Vest and Belt Improvised Explosive Device Tactics in the 

Middle Eastern, African, and European Regions Show Minimal Signs of 

Tactic Migration 

(U) LAW ENFORCEMENT SENSITIVE: The information marked (U//LES) in this document is the property of 

FBI and may be distributed within the Federal Government (and its contractors), US intelligence, law enforcement, 

public safety or protection officials and individuals with a need to know. Distribution beyond these entities without 

FBI authorization is prohibited. Precautions should be taken to ensure this information is stored and/or destroyed in 

a manner that precludes unauthorized access. Information bearing the LES caveat may not be used in legal 

proceedings without first receiving authorization from the originating agency. Recipients are prohibited from 

subsequently posting the information marked LES on a website or an unclassified network. 

 

(U//LES) The FBI Terrorism Explosive Device Analytical Center (TEDAC) assesses the tactics 

used to construct suicide vest and belt improvised explosive devices (IEDs) in the Middle 

Eastern, African, and European regions likely (see Appendix A) have minimal correlation. Use 

of these tactics allows suicide bombers to discretely move to a desired target location and make 

real-time decisions to maximize lethality. The suicide belt design allows the wearer to conceal 

the device and blend in with their surrounding environment, as well as to position themselves in 

potentially crowded environments while not raising suspicion.1 This assessment is made with 

medium confidence (see Appendix B), based upon reliable forensic exploitation and varying 

degrees of reliability with open source reporting. This external intelligence note is intended to 

increase the situational awareness of the bomb technician community about the use of suicide 

vest IEDs (SVIEDs).   

 
 

(U)  Middle East 

 

(U//LES) The use of suicide belts and vests by terrorist groups in the Middle East, particularly 

Sunni Salafist jihadi extremists, is a common and effective tactic for causing death and 

destruction. Common explosive fills of suicide belts and vests observed in the region include 

triacetone triperoxide (TATP), trinitrotoluene (TNT), Semtex, C4, Research Development 

Formula X (RDX), and pentaerythritol tetranitrate (PETN). Terrorist groups, including the 

Islamic State of Iraq and the Levant (ISIL), al-Qa’ida in the Arabian Peninsula (AQAP), and 
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(U) Source Summary Statement 

 

(U//FOUO) Reporting in the external intelligence note was derived from open source reports, the Department of 

Defense (DoD), and from IED submissions to FBI TEDAC. The research timeframe for this report included 

incidents from 1 January 2013 through 16 November 2015. 
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(U//FOUO) Figure 1: An ISIL fighter at a rally is 

seen wearing a suicide belt. 

 
(U) Source:  Open source reporting. 
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(U//FOUO) Figure 2: A suicide belt with ball 

bearings and detonator was recovered by Lebanon 

Army personnel near an Army checkpoint in Arsal, 

Lebanon. 

 
(U) Source:  Open source reporting. 

Tehrik-e Taliban Pakistan, are known to use the previously listed explosives in their constructed 

IEDs.
2, 3, 4

 

 

(U) A strategic study conducted by the Institute of National Security Studies (INSS) of suicide 

bombings in 2014 across the Middle East region showed an increase in the number of suicide 

attacks from 2013. Approximately 370 attacks occurred, with approximately 2,750 victims, 

compared to 163 attacks in 2013, with approximately 1,950 victims. A significant increase was 

evident in Iraq (271 in 2014 versus 98 in 2013), Yemen (29 versus 10), Lebanon (13 versus 3), 

and Libya (11 versus 1). The number of suicide bombing attacks carried out in Syria (41) 

remained the same. In Egypt there were four suicide attacks compared with six the previous 

year.
5
  

 

• (U) An interview conducted by the German 

magazine, SPIEGEL, in July 2015 with 

captured ISIL leader Abu Abdullah provided 

insight into the group’s selection of targets 

and acquisition of explosive material for 

suicide bombings. According to Abdullah, 

ISIL selected target locations to hit as many 

people as possible, especially police officers, 

soldiers, and Shiites. These locations were 

limited to Shiite police checkpoints, markets, 

and mosques.
6
 

 

• (U) According to the interview, ISIL used 

C4 plastic explosives and explosive fill 

removed from artillery shells for car bombs. 

Abdullah drilled open the shells of anti-

aircraft guns to construct suicide belts 

because he believed the effect of the powder 

was more intense. The belts and vests were 

then constructed in different sizes. Each 

device was a custom fit, based on each 

bomber’s measurements.
7
 

 

• (U) Forty-four civilians were killed in two 

suicide bombings conducted by ISIL in 

Beirut, Lebanon, in November 2015. The 

bombings took place in a busy residential 

and commercial area identified as a 

predominantly Shiite neighborhood and the 

stronghold of Hizballah. According to media 

reports, the bombers used suicide belts 

similar to a belt recovered by the Lebanese 

Army (see Figure 2). ISIL targeted the 

Hizballah stronghold in Lebanon because of 
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(U//FOUO) Figure 3: A suicide bomber wearing a 

suicide belt was shot and killed in July 2015 by 

Houthi forces in Sana’a, Yemen, before detonating 

the device. 

 
(U) Source:  Open source reporting. 
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 (U//FOUO) Figure 4: Suicide Belt recovered by 

Israeli forces, May 2015 

 
(U) Source:  Open source reporting. 
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 (U//FOUO) Figure 5: SVIED recovered in the Gaza 

Strip, June 2015 

 
(U) Source:  Open source reporting. 

its involvement in the war against ISIL in 

neighboring Syria. A hospital was the 

original target, but heavy security 

presence in the area forced the group to 

change the target to a densely populated 

area.
8, 9

 

 

• (U) According to open source reporting, 

similar suicide belt construction 

techniques have also been observed in 

Yemen. A suicide bomber with ties to 

AQAP was shot and killed in July 2015 

by Houthi forces in Sana’a, Yemen, 

before successfully detonating the IED. 

The device (see Figure 3) featured dual 

grenade-pin detonators, a main charge 

wrapped with sheets of ball bearings, and 

detonation cord that was placed inside a 

pouch around the bomber’s waist. The 

conflict between Iranian-backed Shiite 

Houthi rebels and Sunni extremist group 

AQAP has seen an increased level of 

attacks using explosives and devices such 

as the suicide belt.
10

 

 

• (U) On 30 May 2015, Israeli forces 

stopped a Palestinian wearing an 

explosive belt. According to open source 

reporting, the belt consisted of 12 pipe 

bombs connected with wires (See Figure 

4).
11

 

 

• (U) According to open source reporting, 

Hamas security officers located a cache 

of suicide belts in the Gaza Strip in June 

2015. The devices consisted of unknown 

explosives and unknown initiators, 

enhanced with ball bearings for shrapnel 

effect (See Figure 5).
12
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(U//FOUO Figure 7: Suicide Vests/Belt recovered 

on the Tunisian/Libyan border, February 2015 

 
(U) Source:  Open source reporting. 
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(U//FOUO Figure 6: Part of Russian cache 

discovered by Russian officials in October 2013. 

 
(U) Source:  Open source reporting. 

(U) Europe 

 

(U//LES) Known suicide vest and belt IED incidents in the European region from 2013 to 2015 

are assessed to have occurred sporadically and have been primarily concentrated in Russia, and 

Turkey. Explosives known to be used in this area include TNT and C4. The following are 

examples of the type of SVIED located in the region. 

 

• (U) In October 2013 Russian officials 

located a large cache of suicide belts and IEDs, 

according to open source reporting. Although 

officials did not specify the type of explosive 

found in this cache, other IED incidents in this 

region involved the use of TNT (see Figure 6).
13

 

 

• (U) In October 2014 Turkish officials 

confiscated 150 kg of C4 and 20 explosive 

belts, according to open source reporting.
14

 

 

• (U) A suspected suicide bomber 

detonated unknown explosives during a rally in 

Suruc, Turkey, killing approximately 30, 

according to open source reporting.
15

 

 

• (U) According to open source reporting, 

two suspected suicide bombers detonated unknown explosives at a train station in 

Ankara, Turkey, killing at least 95.
16

 

 

(U) Africa 

 

(U//LES) The suicide vests and belts observed in 

Africa from 2013 to 2015 featured the use of 

rocker switches and military-grade fuses. 

Common explosives include RDX, Ammonium 

Nitrate, and Urea Nitrate. Incidents were noted in 

northern and western Africa.  

 

• (U//FOUO) Suicide vest and belts located 

on the Tunisian and Libyan border 

included custom dual-tone multi 

frequency (DTMF) devices, according to 

FBI reporting (See Figure 7).
17

 

 

• (U//FOUO) In December 2014 authorities 

recovered an improvised explosive belt in 

Nigeria, which contained seven projectile 

cartridge cases filled with RDX, laced 
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with green-colored detonating cord, and connected to commercial electric detonators. 

The device connected to a power source and rocker switch for initiation, according to 

FBI reporting (See Figure 8).
18

 

 

• (U//FOUO) From February through July 2015, authorities in Cameroon and Niger 

recovered improvised explosive belts armed with a rocker switch and GR-66 EG French 

submunitions, according to DoD reporting (See Figure 9).
19
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(U//FOUO) Figure 8: Suicide Belt recovered in Nigeria, Dec 2014 

 
(U) Source:  Open source reporting. 

 

     

(U//FOUO Figure 9: Suicide Belt recovered in 

Cameroon, July 2015 

 
(U) Source:  Open source reporting. 

 

 

(U) Perspective 

 

(U//LES) The variations observed in this broad comparison of suicide vest and belt IEDs across 

these three regions do not indicate a clear IED tactic migration, but may indicate tactic or 

construction influences. TEDAC generally assumes the similarities between suicide vests and 

belts from different regions likely indicate common training or common IED facilitators. These 

similarities include, but are not limited to, overall IED construction, wiring techniques, common 

explosives, initiators, switches, electronic diagrams, enhancements, and employment. The types 

of suicide vests and belt IEDs observed in each region within this report differ broadly in many 

characteristics, resulting in an inconclusive determination that the suicide vest and belt IEDs 

prevalent in any one area translate to tactic migration. 

 

(U) Analysis of Alternatives 

 

(U//LES) Alternatively, similarities in IED devices generally, across different regions, may be a 

product of independent open source research, thus resulting in a false link between devices and 

subjects.  

 



UNCLASSIFIED//LAW ENFORCEMENT SENSITIVE 

 

 

UNCLASSIFIED//LAW ENFORCEMENT SENSITIVE 

6 

(U) Outlook 

 

(U//LES) FBI TEDAC assesses it is likely the suicide vest and belt IED tactics observed in 

Europe, Africa, and the Middle East are likely influenced by individuals who effectively employ 

these devices. This assessment is made with medium confidence, based on open source, DoD, 

and FBI reporting. These similarities are likely to be effected by multiple factors, including 

available materials, training, and local or national counter-IED policies and investigations. FBI 

TEDAC assesses forensic and technical exploitation of suicide vest and belts will provide the 

greatest opportunity to identifying key components for device attribution and overall strategic 

analysis of migration tactics.  

 

(U) Intelligence Requirements 

 

(U//FOUO) This EIN addresses the FBI National Standing Collection Requirements WW-

TERR-LD-SR-0207-14. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
(U) This external intelligence note was prepared by the FBI TEDAC. Comments and queries may be addressed to 

the FBI TEDAC Unit Chief by calling (703) 632-8184. 
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(U) Appendix A: Expressions of Likelihood (or Probability) 
 

(U) Phrases such as “the FBI judges” and “the FBI assesses,” and terms such as “likely” and 

“probably” convey analytical judgments and assessments. The chart approximates how 

expressions of likelihood and probability correlate with percentages of chance.  

 
UNCLASSIFIED 

Terms of 

Likelihood 

Almost 

No 

Chance 

Very 

Unlikely 
Unlikely 

Roughly 

Even 

Chance 

Likely 
Very 

Likely 

Almost 

Certain(ly) 

Terms of 

Probability 
Remote 

Highly 

Improbable 

Improbable 

(Improbably) 

Roughly 

Even 

Odds 

Probable 

(Probably) 

Highly 

Probable 

Nearly 

Certain 

 1-5% 5-20% 20-45% 45-55% 55-80% 80-95% 95-99% 

 

(U) Unless otherwise stated, the FBI does not derive judgments via statistical analysis. 
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(U) Appendix B: Confidence in Sources Supporting Assessments and Judgments 

 

(U) Confidence levels reflect the quality and quantity of the source information supporting 

judgment. Consequently, the FBI ascribes high, medium, or low levels of confidence to 

assessments, as follows: 

 

(U) High confidence generally indicates the FBI’s judgments are based on high-quality 

information, from multiple sources. High confidence in a judgment does not imply the 

assessment is a fact or a certainty; such judgments might be wrong. While additional reporting 

and information sources may change analytical judgments, such changes are most likely to be 

refinements and not substantial in nature. 

 

(U) Medium confidence generally means the information is credibly sourced and plausible but 

not of sufficient quality or corroborated sufficiently to warrant a higher level of confidence. 

Additional reporting or information sources have the potential to increase the FBI’s confidence 

levels or substantively change analytical judgments. 

 

(U) Low confidence generally means the information’s credibility or plausibility is uncertain, 

the information is too fragmented or poorly corroborated to make solid analytic inferences, or the 

reliability of the sources is questionable. Absent additional reporting or information sources, 

analytical judgments should be considered preliminary in nature. 
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